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Abstract

Policymaking and Institutional Mapping of “Surveillance and Interception” on Citizens under the
Islamic Republic of Iran; Part 2: The Islamic Republic’s Covert Mechanisms of Surveillance and

Interception

This report examines the covert, deceptive, and extra-legal mechanisms through which the Islamic
Republic of Iran operationalizes surveillance and interception beyond formal regulatory frameworks and
publicly acknowledged infrastructures. Focusing on clandestine tools, social engineering techniques,
and platform-level manipulation, Part 2 maps how surveillance is embedded into everyday digital

practices through spyware, deceptive access tools, and the capture of trusted platforms.

Drawing on leaked internal documents, technical analyses, and disclosures related to state-aligned
threat actors, this report documents the use of Remote Access Trojans (RATs), modular malware
loaders, session hijacking frameworks, and spyware disguised as VPN services or benign applications.
Particular attention is paid to operations linked to the Charming Kitten (APT35) ecosystem, whose tools
and infrastructures reveal a systematic strategy of persistent access, behavioral monitoring, and

scalable data extraction aligned with state intelligence objectives.

Beyond device-level compromise, the report analyzes how surveillance is extended to the application
and platform layers. It details the cloning of foreign services, deployment of so-called
“governance-compliant shells,” and exploitation of authentication sessions to achieve durable control
over user accounts without direct malware installation. These practices transform platforms
themselves into instruments of surveillance, enabling continuous data collection while remaining

largely invisible to users.

Part 2 further demonstrates how censorship, connectivity scarcity, and internet shutdowns are
deliberately leveraged to channel users toward compromised access pathways. Attempts to evade

filtering—through VPNs, alternative connectivity tools, or satellite internet lures—are systematically



repurposed into vectors of surveillance and espionage. In this model, access to the internet is not

merely restricted but actively weaponized.

Taken together, the findings show that covert surveillance in the Islamic Republic is not an auxiliary or
exceptional practice, but an integrated operational layer that complements formal interception
infrastructures. By combining deception, platform capture, and state-aligned cyber operations, these
mechanisms erode privacy and autonomy without relying on visible repression. This report provides a
framework for understanding how covert technical practices function as instruments of governance,

repression, and long-term social control.

Privacy Rights and Surveillance Monitoring (PRISM)
Holistic Resilience, Inc.
December 2025
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Introduction

The Government of the Islamic Republic of Iran has transformed internet services into an
infrastructure for covert control and behavioral monitoring by deploying advanced surveillance
techniques and developing interception systems. A wide range of tools are used to monitor
citizens’ online activities, some specifically built for interception and data collection, and others
that appear to serve unrelated functions but enable various levels of access, tracking, and
behavioral logging on users’ devices. These include techniques such as man-in-the-middle
(MITM) interception, so-called “governance-compliant shells,” and spyware, including Remote

Access Trojans (RATs), capable of covert data extraction and persistent monitoring.

Information leaks from the email servers of the Filtering Committee within the Office of the
Prosecutor General have shown that state authorities have sought to deploy complex
interception techniques, including MITM, to control citizens’ access to the internet and foreign
online services and to maintain comprehensive oversight of their online activity.' In December
2024, a resolution by the SCC recommended the implementation of “governance-compliant
shells” for services such as YouTube, Telegram, and other platforms where negotiations with
providers had failed.” In November 2025, further disclosures linked to the Charming Kitten
(APT35) hacking group revealed the extensive use of RATs by this IRGC affiliated APT against
Iranian and non-Iranian targets, as well as the aggregation of citizen data through a platform

known as “Kashef.”

' lranWire; “Anonymous hack of Iran’s Filtering Committee servers”, Nov 5, 2022; Link, Archive

> Mehr News Agency; “Phased Plan to Lift Internet Filtering: From Reopening WhatsApp to Conditional Access to
YouTube and Telegram”; Dec 25, 2024; Archive
® KittenBusters; “CharmingKitten”; September 2025; Link


https://github.com/KittenBusters/CharmingKitten
https://web.archive.org/web/20241224200000/https://www.mehrnews.com/news/6326042/%D8%B7%D8%B1%D8%AD-%D9%85%D8%B1%D8%AD%D9%84%D9%87-%D8%A7%DB%8C-%D8%B1%D9%81%D8%B9-%D9%81%DB%8C%D9%84%D8%AA%D8%B1%DB%8C%D9%86%DA%AF-%D8%A7%D8%B2-%D8%A8%D8%A7%D8%B2%DA%AF%D8%B4%D8%A7%DB%8C%DB%8C-%D9%88%D8%A7%D8%AA%D8%B3-%D8%A7%D9%BE-%D8%AA%D8%A7-%D8%B4%D8%B1%D8%B7-%D8%AF%D8%B3%D8%AA%D8%B1%D8%B3%DB%8C
https://iranwire.com/fa/news-1/109443-%DA%AF%D8%B1%D9%88%D9%87-%D8%A7%D9%86%D8%A7%D9%86%DB%8C%D9%85%D9%88%D8%B3-%D8%B3%D8%B1%D9%88%D8%B1%D9%87%D8%A7%DB%8C-%DA%A9%D8%A7%D8%B1%DA%AF%D8%B1%D9%88%D9%87-%D9%81%DB%8C%D9%84%D8%AA%D8%B1%DB%8C%D9%86%DA%AF-%D8%B1%D8%A7-%D9%87%DA%A9-%DA%A9%D8%B1%D8%AF/
https://web.archive.org/web/20250107131645/https://iranwire.com/fa/news-1/109443-%DA%AF%D8%B1%D9%88%D9%87-%D8%A7%D9%86%D8%A7%D9%86%DB%8C%D9%85%D9%88%D8%B3-%D8%B3%D8%B1%D9%88%D8%B1%D9%87%D8%A7%DB%8C-%DA%A9%D8%A7%D8%B1%DA%AF%D8%B1%D9%88%D9%87-%D9%81%DB%8C%D9%84%D8%AA%D8%B1%DB%8C%D9%86%DA%AF-%D8%B1%D8%A7-%D9%87%DA%A9-%DA%A9%D8%B1%D8%AF/

Taken together, these practices reflect a dynamic and adaptive approach to the Islamic
Republic’s surveillance and interception architecture. Unlike centralized initiatives formally led
by the Ministry of ICT, the development and deployment of these systems are largely overseen
by security and military institutions, including the MOIS and IRGC-I0. Their shifting targets,
evolving techniques, and layered operational structures demand increasingly sophisticated
analytical frameworks. The sections that follow examine a number of these tools, previously
exposed by cybersecurity researchers, that have been deployed to monitor, infiltrate, and

operationalize surveillance over the private digital lives of citizens.

Man-in-the-Middle Interception as State Policy

In technical terms, a man-in-the-middle (MITM) attack refers to a form of active interception in
which a third party covertly positions itself between two communicating endpoints in order to
intercept, alter, or record the exchanged data without the knowledge or consent of either party.
Within international cybersecurity and telecommunications standards, MITM is classified as a
hostile or malicious activity, typically associated with cybercrime, espionage, or unauthorized
network intrusion. As such, it is treated as a security threat to be detected and mitigated, not as

a legitimate component of network governance.

In its criminal form, MITM is commonly used for phishing, credential theft, session hijacking,
and financial fraud. These attacks exploit weaknesses in network configurations, certificate
trust chains, or user behavior to gain unauthorized access to communications. By contrast,
when adopted by authoritarian states, MITM shifts from an illicit technical exploit to a

policy-enabled surveillance instrument. Instead of operating at the margins of the network,



state-driven MITM is embedded directly within national infrastructure, internet service
providers, and regulatory frameworks, enabling interception at scale and with institutional

authorization.

Governments resort to MITM techniques primarily because end-to-end encryption has
rendered conventional content-based surveillance increasingly ineffective. As encrypted
messaging platforms and HTTPS traffic severely limit direct access to communication content,
interception at intermediary layers such as DNS resolution, TLS handshakes, or certificate
validation becomes a strategic alternative. By asserting control over these intermediary points,
the state can regain visibility into user behavior, metadata, and in certain cases even content,

without requiring cooperation from foreign platforms or service providers.

This transformation of MITM from a technical exploit into a governance tool marks a critical
shift in contemporary surveillance practices. It reflects a broader move away from targeted
interception toward infrastructural control, where the architecture of the network itself becomes

an instrument of monitoring, filtering, and behavioral regulation.

Institutional Drivers of MITM in Iran

The deployment of MITM interception in the Islamic Republic of Iran is not the result of isolated
technical initiatives but is driven by a network of state institutions operating across judicial,
regulatory, and security domains. Central to this process is the Filtering Committee, which
functions under the authority of the Office of the Prosecutor General and plays a key role in
defining enforcement priorities for content control and access restrictions. Through its

coordination with internet service providers and infrastructure operators, the committee has



served as an institutional hub for translating policy objectives into technical interception

practices.

Documents obtained through information leaks from the Filtering Committee’s internal
communications indicate that MITM interception has been treated not as an exceptional or
temporary response, but as a practical solution to what authorities described as the loss of
governmental control over encrypted communications and foreign platforms. In particular,
MITM techniques were explored and endorsed in cases where conventional filtering and

blocking mechanisms failed to achieve the desired level of control.”

Alongside judicial bodies, institutions responsible for internet governance have played a key
role in legitimizing and expanding these practices. The Supreme Council of Cyberspace, as
Iran’s highest internet policymaking authority, has repeatedly stressed the necessity of
enforceable mechanisms for asserting state sovereignty over online services. While these
mechanisms are often presented in the language of regulation and compliance, in practice they
rely on models of intermediary interception and infrastructural control that closely align with the

logic of MITM surveillance.

Security and military institutions, including the MOIS and the IRGC-IQO, have also played a
parallel and often decisive role in the development and deployment of interception capabilities.

Unlike centralized programs formally overseen by the Ministry of ICT, these initiatives are

* Abdolsamad Khoramabadi (then Deputy Prosecutor General for Cyberspace); “Report of the Cyberspace Deputy of
the Office of the Prosecutor General on Certain Matters Related to the Internet”, Fifteenth Semiannual Activity Report
of the Filtering Committee, first half of 2017; Download.

The report states in part:

Use of the MITM Method

Given that some foreign websites and service providers, on the one hand, publish the public content of their
websites in encrypted form, thereby depriving the state of the ability to exercise supervision and content
filtering, and on the other hand do not comply with the laws and regulations of the country, a technically
feasible short-term solution for filtering criminal content on such websites is the use of the method known
as man-in-the-middle.



typically classified, operationally flexible, and oriented toward intelligence collection rather than
service regulation. Taken together, these judicial, regulatory, and security actors have formed an
institutional ecosystem in which MITM interception has been normalized as a routine

instrument of governance, law enforcement, and surveillance over citizens.

MITM within the National Information Network

The operational viability of man-in-the-middle interception in Iran is closely tied to the
architecture of the National Information Network (NIN). Unlike ad hoc interception techniques,
large-scale and persistent MITM requires structural control over key layers of network traffic,
including routing, name resolution, and transport security. The NIN provides precisely this level
of centralized oversight by concentrating traffic flows, standardizing access points, and

enabling coordinated intervention across domestic infrastructure.

At the technical level, MITM within the NIN is facilitated through mechanisms such as DNS
manipulation, TLS interception, and certificate injection. By controlling or influencing domain
name resolution, authorities can redirect user traffic to intermediary nodes without explicit user
awareness. Similarly, interception at the TLS handshake stage allows for the inspection or
modification of encrypted sessions, particularly when combined with trusted or coerced
certificate authorities and network-level deep packet inspection. These techniques shift
interception upstream, embedding it within the fabric of network operation rather than applying

it at the application layer.

Internet service providers and fixed communication providers (FCPs) play a critical role in

enabling this model. As licensed operators, they are structurally positioned to enforce



interception policies mandated by judicial or regulatory bodies. Their integration with national
routing infrastructure and compliance obligations allows MITM practices to be implemented
uniformly and at scale. In this configuration, interception does not depend on targeting
individual users but is applied across entire traffic segments, blurring the line between lawful

interception and mass surveillance.

The National Information Network thus functions as a prerequisite for sustained MITM
deployment. By consolidating control over traffic exchange points and reducing reliance on
external routing paths, the NIN lowers the technical and operational costs of interception while
increasing its coverage and persistence. This integration transforms MITM from a situational

tactic into a systemic capability embedded in Iran’s internet governance framework.

MITM interception in the Islamic Republic of Iran serves multiple, overlapping objectives that
extend beyond content filtering or platform blocking. One primary function is controlling access
to foreign platforms and services by selectively degrading, redirecting, or conditionally allowing
traffic. Rather than relying solely on blunt blocking mechanisms, MITM enables granular
intervention, allowing authorities to shape how, when, and under what conditions users can

reach external services.

Another core function of MITM is the circumvention or weakening of encryption. While full
decryption of end-to-end encrypted content is often infeasible, interception at intermediary
layers allows the state to collect metadata, session identifiers, and behavioral signals
associated with encrypted communications. These data points provide valuable insights into
user networks, communication patterns, and levels of activity, even when message content

remains inaccessible.



MITM interception also supports user and device identification across the network. By
correlating traffic flows with technical identifiers such as IP addresses, device fingerprints, IMEI,
and IMSI, authorities can link online behavior to specific individuals and physical devices. This
capability enables cross-platform tracking and facilitates the integration of intercepted data
with other surveillance systems, including identity registries and telecommunications

databases.

More broadly, MITM functions as a behavioral monitoring tool. Continuous observation of
connection attempts, protocol usage, and traffic anomalies allows for profiling user behavior,
detecting circumvention efforts, and identifying targets for further action. In this way, MITM
operates not merely as a surveillance technique but as an enforcement mechanism that
reinforces filtering policies, supports selective repression, and feeds data into wider systems of

control.

For instance, in 2020, a company named Yaftar Pazhouhan Pishtaz Rayanesh submitted a
project titled “New Generation Proxy” to the Filtering Committee.® The proposal involved the
creation of a fully cloned version of the Pinterest platform, designed to operate as a domestic
intermediary proxy. Through this proxy, user requests were received, inspected, censored, and
forwarded to the original service, while responses were intercepted, modified, and filtered
before being delivered back to users. Marketed as a controlled access solution, the system
enabled comprehensive logging of user searches, content preferences, and behavioral

signatures.

This proxy-based cloning model, which closely resembles phishing at scale, extended far

beyond content filtering. By routing user activity through a state-aligned intermediary, the

® Filterwatch; ‘Next-Generation Filtering; Phishing with Governable Templates Analytical”s Apr 26, 2024« Link


https://filter.watch/english/2024/04/26/policy-monitoring-march-2024-next-generation-filtering/

system enabled covert surveillance, behavioral profiling, and data extraction without users’
informed consent. Such architectures transform popular foreign platforms into intelligence
collection surfaces, exposing sensitive user data to analysis by security institutions. In doing
so, they not only undermine user privacy but also introduce systemic risks to personal data

security by embedding surveillance mechanisms directly into the access layer.
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The collaboration between Yaftar Pazhouhan Pishtaz Rayanesh Co. and the Prosecutor’s Office
in this project reflects the willingness of state institutions to expand control and surveillance
over citizens’ online activities.” The company operates as an affiliate within the “Association of
Clean Cyberspace Developers” or the “Namdar Security Holding.” This grouping brings together
a network of policymakers and ICT actors in Iran who are commonly associated with the
concept of “smart filtering.” Prominent figures linked to this network include Rasoul Jalili, a
professor at Sharif University of Technology and a member of the SCC,” and Issa Zarepour, the

former Minister of ICT.?

Earlier efforts followed a similar logic. In the early 2010s, Viber was among the most popular
communication platforms in Iran and became a target for platform-level exploitation. A private
contractor submitted a proposal to the Filtering Committee detailing thirteen technical
scenarios, including data exfiltration, psychological operations, honeypot account deployment,

and remote payload delivery.’

These practices were publicly acknowledged by Kamal Hadianfar, then head of Iran’s Cyber
Police (FATA), who stated that private communications on platforms such as Viber were
already under law enforcement control.'’ These statements, alongside projects carried out by
companies such as Keysan, point to a systematic effort by the state to monitor, spy on, and

manipulate users’ information in the online space. These measures, particularly at a time when

® US Department of the Treasury; “Treasury Sanctions Iranian Officials and Companies Connected to Repression in
Advance of the Anniversary of Mahsa “Zhina” Amini’s Death”; Sep 15, 2023; Link

7 Open Sanctions; “Rasoul Jalili”; Link

® Open Sanctions; “Issa Zarepour”; Link

° Filterwatch; “Internet Oppressors; A Look at the Office of Iran’s Attorney General and its Contractors”; Jul 2023;
Download

'Y |CTNA; “Chief of Cyber Police (FATA): Be aware that private messages on Viber and WhatsApp are controllable by
the Cyber Police”; Sep 12, 2014; Archive


https://web.archive.org/web/20251229021533/https://ictna.ir/id/64274/
https://filter.watch/en/wp-content/uploads/sites/2/2023/09/Internet-Oppressors-Report-2023.pdf
https://www.opensanctions.org/entities/Q108516960/
https://www.opensanctions.org/entities/Q22037009/
https://home.treasury.gov/news/press-releases/jy1733

Viber was among the most popular messaging applications in Iran, illustrate widespread

violations of privacy and the use of technology as an instrument of social control.

Session Hijacking as Platform-Level Control

Beyond malware deployment and cloned applications, one of the most revealing techniques
linking covert espionage to platform capture is session hijacking. Unlike traditional spyware,
session hijacking does not require persistent access to a user’s device. Instead, it targets the
authentication layer of platforms by stealing or replaying active session tokens, cookies, or
access credentials, allowing attackers to assume control over user accounts without triggering

security alerts.

Findings from the Charming Kitten disclosures demonstrate how session hijacking can function
as a substitute for platform-level access. In several documented campaigns, operators
harvested session data through phishing frameworks and deceptive login flows, enabling direct
entry into email accounts, cloud services, and social media platforms. Once a valid session
was obtained, attackers could read private messages, download archives, modify account
settings, and monitor ongoing activity, all while bypassing most end-to-end encryption

protections.

This technique is particularly significant in the context of platform capture because it shifts
surveillance away from device compromise toward account domination. Rather than installing
implants, the attacker becomes the user from the platform’s perspective (the two following
sections). This mirrors the logic of governance-compliant shells and cloned services: control is

achieved not by breaking encryption, but by positioning the state or its proxies inside trusted



access pathways. Unlike spyware or remote access trojans, this system is designed to capture
active authentication sessions, cookies, and account metadata, allowing operators to access

victims' Gmail accounts without installing malware or bypassing operating system protections.
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Technical documentation shows a server-side infrastructure built around a Django-based
control panel, dynamic phishing link generation, and session management modules. The
framework supports the harvesting of authenticated sessions, user identifiers, IP addresses,
and browser fingerprints, effectively bypassing two-factor authentication by reusing valid
session cookies. Access to compromised accounts is facilitated through proxying and SSH

tunneling to preserve the victim's network profile.

Session hijacking also enables scalable data extraction. A single compromised session can
yield contact lists, communication histories, metadata, and authentication links to other
services. In aggregate, such access supports the construction of identity-to-behavior graphs
similar to those revealed in state-run databases like Shekar, but without requiring cooperation

from the platform itself (the subsequent sections of this chapter).
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In this sense, session hijacking represents a bridge between individual espionage operations
and systemic platform surveillance. It illustrates how techniques developed by state-aligned
threat actors can operationalize the same objectives pursued through formal platform capture

policies: silent access, behavioral monitoring, and durable control over digital identities.
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Legal and Technical Deviations from Global Standards

International frameworks governing lawful interception, including standards developed by
ETSI" and 3GPPR'? are built around principles of necessity, proportionality, target specificity, and
judicial accountability. These frameworks define clear procedures for authorization, limit
interception to identifiable targets, and require mechanisms for logging, auditing, and
independent oversight. MITM interception, when assessed against these benchmarks, falls

outside the scope of accepted lawful interception practices.

In the Islamic Republic of Iran, MITM interception diverges from these standards both legally
and technically. Rather than being constrained by individualized warrants or narrowly defined
targets, interception is applied at the infrastructure level, affecting broad segments of network
traffic. Legal safeguards are opaque, judicial authorization mechanisms lack transparency, and
there is no evidence of independent auditing or effective remedies for unlawful interception.
This shifts interception from a rule-bound exception to a generalized condition of network

access.

Technically, the deployment of MITM through DNS manipulation, TLS interception, and
certificate injection bypasses the safeguards envisioned in international standards. These
practices undermine trust models central to secure communications and collapse the
distinction between targeted interception and mass surveillance. By embedding interception
capabilities directly into national infrastructure and service provision, the state eliminates

meaningful technical barriers to continuous monitoring.

" ETSI; “Lawful Intercept”; Link, Archive

12 3GPP; “Lawful Interception in mobile networks”, Aug. 08, 2022; Link, Archive



https://www.3gpp.org/technologies/li
https://web.archive.org/web/20250530054608/https://www.3gpp.org/technologies/li
https://www.etsi.org/technologies/lawful-interception
https://web.archive.org/web/20250530054629/https://www.etsi.org/technologies/lawful-interception

In the Islamic Republic of Iran, MITM interception is not an exceptional response to security
threats but a structural component of internet governance, embedded in policy documents,

filtering mechanisms, and national network architecture.



Deceptive Tools and the Transformation of Connectivity into

Surveillance Infrastructure

As access to the internet has become increasingly restricted in the Islamic Republic of Iran,
scarcity itself has been transformed into a mechanism of surveillance. Systematic filtering,
bandwidth throttling, and platform blocking have created a demand for alternative access tools,
particularly VPN services and circumvention applications. Within this environment, deceptive
access tools have emerged as a core component of the state’s covert surveillance strategy,
exploiting users’ attempts to bypass censorship as an opportunity for monitoring and data

extraction.

A growing body of evidence indicates that a subset of VPN services operating in Iran are either
directly aligned with state institutions or tolerated under regulatory and security oversight.
These services function not merely as circumvention tools but as controlled gateways through
which user traffic can be observed, logged, or redirected. By concentrating demand around a
limited number of “functional” VPNs, authorities reduce uncertainty in user behavior and create

chokepoints for surveillance, effectively turning access tools into instruments of interception.

Surveillanceware distributed through this ecosystem often leverages censorship pressure as its
primary vector. Applications marketed as secure VPNs, privacy tools, or connectivity solutions
frequently request excessive permissions, embed monitoring components, or establish
persistent command-and-control channels. In some cases, these tools are promoted through
semi-official channels or benefit from selective non-enforcement, blurring the line between

tolerated services and covert surveillance operations.



More recently, deceptive access campaigns have expanded to include Starlink-themed malware
and connectivity lures. By exploiting public interest in satellite internet as an alternative to
domestic infrastructure, these campaigns distribute spyware disguised as configuration tools,
installers, or activation software. Alongside these efforts, mobile and desktop spyware
campaigns targeting Iranian users have intensified, deploying remote access trojans and data

exfiltration tools capable of capturing communications, device identifiers, and behavioral data.

Together, these deceptive access tools represent a shift in surveillance strategy: rather than
merely blocking unwanted connections, the state channels users toward compromised
pathways. In doing so, attempts to evade censorship are systematically repurposed into

opportunities for surveillance, infiltration, and behavioral monitoring

Deceptive VPN Campaigns Amid Internet Shutdowns and Protest-Related

Disruptions

One of the most concerning evolutions in the Islamic Republic’s surveillance arsenal is the
deployment of state-aligned spyware through vanity VPN services, especially during periods of
heightened digital repression such as the 2022-2023 protests (Women, Life, Freedom
movement).” In a context where the government deliberately throttles internet access to force
citizens toward unreliable circumvention tools, spyware-laced VPNs become both a technical

weapon and a psychological trap.

'® Netblocks; “Internet disrupted in Iran amid protests over death of Mahsa Amini”; Sep 19, 2022; Link


https://netblocks.org/reports/internet-disrupted-in-iran-amid-protests-over-death-of-mahsa-amini-X8qVEwAD

This tactic is grounded in a well-documented pattern: by creating a climate of digital
desperation through heavy-handed censorship and blocking access to major platforms, the
state indirectly pushes users toward unvetted VPN services. Once user trust has been corralled
into domestic or rogue services, these apps can be weaponized for full-spectrum digital

monitoring.

One of the most high-profile cases emerged during the 2022 nationwide protests, when
cybersecurity researchers revealed a campaign involving a spyware family dubbed EyeSpy."
This malware was embedded in a widely used Iranian VPN app called 20Speed, marketed as a
solution to access the free internet. In reality, it was a trapdoor into users’ most sensitive data.
Once installed, the app enabled keylogging, theft of files and documents, screen capture, and
even exfiltration of passwords and cryptocurrency wallets. The spyware campaign peaked in
September 2022, with Iranian users as the primary targets, followed by clusters in Germany and

the United States.

* Janos Gergo SZELES; Bitdefender; “EyeSpy - Iranian Spyware Delivered in VPN Installers”; Jan. 11, 2023, Archive
Blackpoint Cyber; “Tech Tuesday: Eye Spy — The Dangers of Legal Malware”; Aug. 30, 2022; Archive


https://web.archive.org/web/20250108024856/https://www.bitdefender.com/en-us/blog/labs/eyespy-iranian-spyware-delivered-in-vpn-installers
https://web.archive.org/web/20250108025033/https://blackpointcyber.com/resources/blog/eye-spy-the-dangers-of-legal-malware/
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The EyeSpy/20Speed campaign is particularly noteworthy for its technical modularity and
behavioral stealth. The malware was bundled with a legitimate VPN interface, often using
obfuscated or dual-purpose code. Upon installation, it established persistent access, allowed
remote command execution, and siphoned data to command-and-control servers operated
from inside Iran. Analysts traced the infrastructure to an Iranian threat actor group known as

SecondEye, which had a history of surveillance operations aligned with state objectives.

While the campaign mimicked the structure of a criminal spyware distribution operation, the
targeting patterns, timing (during peak protests), and geopolitical context strongly suggest

coordination or toleration by security agencies such as MOIS and IRGC-I0.



Starlink-Themed Lures and the Distribution of Surveillanceware via Fake

Access Tools

What emerges is a strategy of digital entrapment: the Islamic Republic constructs artificial
scarcity of free internet, then exploits the user base’s turn to insecure channels for surveillance
objectives. A more recent evolution of this technique has involved the weaponization of
Starlink-themed apps and websites. In response to growing public interest in Starlink
connectivity during government-imposed internet shutdowns, Iranian users began searching for
ways to access the satellite-based network. The state and affiliated actors swiftly exploited
this trend by releasing fake Starlink VPNs and mobile apps claiming to enable access to the

service.”®

'® Lookout; “Lookout Discovers Iranian APT MuddyWater Leveraging DCHSpy During Israel-Iran Conflict”; Jul. 21,
2025, Archive


https://web.archive.org/web/20250809123918/https://www.lookout.com/threat-intelligence/article/lookout-discovers-iranian-dchsy-surveillanceware

Title Package Name SHA1 Acquired Date

Earth VPN com.earth.earth_vpn 556d7ac665fadccbe56070 | 02.07.2025
641d4f0f5c36670d38

Comodo VPN | com.comodoapp.comodovpn | 7010e2b424eadfa261483e | 25.06.2025
bb8d2ccad4aac34670c

Earth VPN com.earth.earth_vpn 8f37a3e2017d543f4a788d | 23.06.2025
e3b05889e5e0bc4b06

Earth VPN com.earth.earth_vpn 9dec46d71289710cd09582 | 20.06.2025
d84017718e0547f438

e O as | hazrateeshgh.apk 6c291b3e90325beaBebda | 2024-04-12
(Hazrat Eshq) 82742747d6cdce22e5b

Hide VPN com.hv.hide_vpn 7267f796581e4786dbc715 | 2023-07-16

c6d62747d27df09c61

Researchers documented distributed APK files embedded with spyware payloads, including

variants of DCHSpy and remote access tools capable of file system manipulation, call and SMS

interception, and contact harvesting. In at least one case, malware-laced APKs advertised as

“Starlink Activation Tools” were uploaded to Iranian app markets not subject to international

scrutiny.
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This operation highlights a sophisticated use of social engineering, exploiting both technical
illiteracy and digital despair among Iranians. By framing these spyware tools as empowerment,
attackers aligned themselves with user aspirations for uncensored connectivity, only to subvert

those very goals through surveillance.

Deceptive Surveillanceware Disguised as a Harmless Utility

“Souvenir Photo” is a deceptive surveillance application documented in PRISM research as part

of a broader ecosystem of state-aligned spyware targeting Iranian users.'® Unlike full-scale

remote access trojans, this tool relies on social engineering and visual deception rather than

'® Raaznet; “An Android spyware called Aks-e Yadegari (Souvenir Photo) is spreading through Telegram, targeting
Iranian cryptocurrency exchanges”; Nov 8, 2025; Link


https://raaznet.com/en/reports/iranian-crypto-android-spyware-aks-yadegari

persistent system-level control. It is distributed as a seemingly benign application, presented to
users as a photo-related utility, while covertly collecting sensitive data from the device on

which it is installed.

).trim();

Technical analysis shows that the application requests a range of permissions disproportionate
to its declared functionality. Once installed, it is capable of accessing stored images, device
identifiers, and contextual metadata, while also establishing outbound connections to remote
servers under operator control. The collection process is largely silent and does not require
continuous user interaction, allowing surveillance to take place without raising immediate

suspicion.

Object obj, Object[] objArr) throws Exception {

ean] objArr[0]).booleanValue(]));

return BA. SubDelegator. SubNotFound;

What distinguishes “Souvenir Photo” from conventional malware is its reliance on trust rather

than exploitation. The application does not depend on software vulnerabilities or advanced



exploits, but instead capitalizes on the social and political environment created by censorship,
access scarcity, and fear. Users are encouraged to install the application through direct

messaging or themed pretexts, turning everyday digital interactions into vectors of surveillance.



Charming Kitten (APT35): Deceptive Access, Espionage Toolchains,

and State Control

In autumn 2025, a series of coordinated disclosures published by the KittenBusters project'’
provided the first systematic exposure of the operational infrastructure associated with the
Charming Kitten advanced persistent threat (APT35)."® Rather than focusing on isolated
incidents or attribution claims, these disclosures mapped the group’s active phishing domains,
malware delivery pipelines, command-and-control infrastructure, and a portfolio of bespoke
surveillance tools deployed across multiple campaigns. This shift toward infrastructure-level
documentation marked a turning point in how Charming Kitten’s operations could be

understood, analyzed, and contextualized."

"7 KittenBusters; “CharmingKitten”; September 2025; Link

'® MITRE; “Magic Hound”; Link

' Nariman Gharib; “Massive Leak Exposes Inner Workings of Iranian Hacking Group Charming Kitten”; Sep 30, 2025;
Link, Archive

Nariman Gharib; “Part two and three of the leaked Charming Kitten files reveal operations across five continents”;
Oct 16, 2025; Link, Archive

Nariman Gharib; “Episode 4: Inside Charming Kitten's Financial Operations and Infrastructure Network”; Oct 28,
2025; Link, Archive


https://blog.narimangharib.com/posts/2025%2F09%2F1759266283738?lang=en
https://web.archive.org/web/20251230005441/https://blog.narimangharib.com/posts/2025%2F09%2F1759266283738?lang=en
https://blog.narimangharib.com/posts/2025%2F10%2F1760604853962?lang=en
https://web.archive.org/web/20251230005525/https://blog.narimangharib.com/posts/2025%2F10%2F1760604853962?lang=en
https://blog.narimangharib.com/posts/2025%2F10%2F1761609810950?lang=en
https://web.archive.org/web/20251230005625/https://blog.narimangharib.com/posts/2025%2F10%2F1761609810950?lang=en
https://attack.mitre.org/groups/G0059/
https://github.com/KittenBusters/CharmingKitten
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Charming Kitten has long been assessed by independent researchers as a state-aligned threat
actor operating in close coordination with Iranian security institutions. Multiple investigations
have linked its campaigns, targeting priorities, and operational timing to the intelligence
objectives of the IRGC Intelligence Organization, often referenced internally as Unit 40.” Unlike
financially motivated cybercrime groups, Charming Kitten's operations consistently reflect
strategic intelligence collection goals, including surveillance of journalists, activists,
researchers, dissidents, and foreign policy targets. Its activity patterns indicate sustained,
long-term engagement focused on access maintenance, persistence, and behavioral

monitoring rather than rapid or opportunistic exploitation.

The significance of the KittenBusters disclosures lies not only in attribution, but in the rare

visibility they provide into Charming Kitten's tactics, techniques, and procedures (TTPs). The

% Amirhadi Anvari; Iran International; “Charming Kitten exposed: spy unit led Iran’s surveillance for deadly plots”; Nov
2025; Link, Archive

Nariman Gharib; “Department 40 Exposed: Inside the IRGC Unit Connecting Cyber Ops to Assassinations”; Nov 23,
2025; Link, Archive


https://content.iranintl.com/secret-spy-unit-leads-irans-intel-gathering-for-surveillance-deadly-plots/index.html
https://web.archive.org/web/20251230010835/https://content.iranintl.com/secret-spy-unit-leads-irans-intel-gathering-for-surveillance-deadly-plots/index.html
https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948?lang=en
https://web.archive.org/web/20251230010925/https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948?lang=en

leaked materials reveal a clear operational preference for deceptive access vectors: phishing
frameworks designed to harvest credentials and active sessions, modular malware loaders,
remote access trojans, and server-side tooling that enables scalable account takeover and data
aggregation. These capabilities are not deployed in isolation, but as part of an integrated

surveillance ecosystem in which access, persistence, and data extraction are tightly coupled.

Subsequent leaks and analyses have further demonstrated how Charming Kitten'’s tooling
intersects with broader Islamic Republic’s surveillance strategies.” Rather than relying
exclusively on zero-day exploitation, the group repeatedly weaponized user behavior under
censorship pressure, exploiting demand for VPNs, cloud access, and alternative connectivity.
This approach aligns closely with domestic interception policies and platform capture efforts,
blurring the boundary between covert cyber espionage and institutionalized surveillance. The
current wave of disclosures, including internal documentation and tool repositories, offers rare
insight into how offensive cyber capabilities are operationalized in tandem with national

internet control mechanisms.

Taken together, these leaks establish Charming Kitten not merely as a discrete threat actor, but
as a key operational arm within a wider surveillance architecture. Its toolchains, infrastructure,
and operational logic provide a concrete case study of how deceptive access, remote intrusion,
and behavioral monitoring converge into a durable system of digital control. The following
sections examine these tools in detail, tracing how individual implants and frameworks serve

broader intelligence and governance objectives.

' Nariman Gharib; “Charming Kitten Leak Continues: Payroll Data and a Stolen IAEA Document”; Dec 9, 2025; Link,
Archive


https://blog.narimangharib.com/posts/2025%2F12%2F1765296445744?lang=en
https://web.archive.org/web/20251230011633/https://blog.narimangharib.com/posts/2025%2F12%2F1765296445744?lang=en

Modular Windows Remote Access Trojan with Relay-Based Command and

Control

One of the core tools uncovered through the Charming Kitten internal disclosures is a
Windows-based Remote Access Trojan (RAT) built around a modular architecture. The malware
is composed of multiple interoperable components coordinated by a central controller module,
commonly referred to as main. This primary module manages execution flow, communication
with command-and-control (C2) infrastructure, and the activation of auxiliary modules

responsible for data collection and system interaction.

Relay 1

Conmmmand &
Control panel
& database




The RAT supports both direct and indirect communication with its operators. In indirect mode,
traffic is routed through intermediary relay servers, a design choice that obscures the origin of
commands and increases operational resilience against takedowns and attribution. This
relay-based C2 architecture enables sustained access even when individual nodes are

disrupted.

Functionally, the malware provides full remote control capabilities, including command
execution, file upload and download, and dynamic tasking. Its modular design allows operators
to selectively deploy functionality depending on the target profile. Identified modules include
components for credential harvesting, keylogging, browser data extraction, and targeted data
collection from specific applications such as messaging platforms. Evidence of persistence
mechanisms indicates that the malware is designed to survive system reboots and maintain

long-term access to compromised devices.
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Technical analysis shows that execution is frequently achieved through legitimate system
utilities such as rundll32.exe, a technique commonly used to evade basic security controls by
blending malicious activity with normal operating system behavior. Data collected from victims

is stored locally in structured files and exfiltrated through the established C2 channels.
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Taken together, this tool represents a mature, state-aligned surveillance implant rather than an

opportunistic cybercrime utility. Its architecture, feature set, and operational discipline are
consistent with long-term espionage objectives, reinforcing assessments that Charming Kitten

functions as an advanced persistent threat engaged in sustained monitoring of targeted users.

BellaCiao: Modular Windows Loader at the Core of Charming Kitten Operations

BellaCiao is a modular Windows-based malware framework that had previously been attributed

to the Charming Kitten advanced persistent threat (APT35) through independent cybersecurity

research, and whose attribution has now been confirmed through the KittenBusters project



leak.” Unlike full-featured remote access trojans, BellaCiao functions primarily as a loader and
orchestration platform, designed to establish persistence, maintain stealthy access, and deploy

additional surveillance payloads on demand.

Technical analysis shows that BellaCiao operates through a highly modular design, enabling
operators to dynamically load and execute secondary components without modifying the core
implant. This approach reduces detection risk and allows the malware to adapt to different
operational requirements. The framework supports multiple execution modules, including
components for command execution, file retrieval, system reconnaissance, and payload
delivery. Communication with command-and-control infrastructure is typically encrypted and

structured to blend into legitimate network traffic.

% Martin Zugec; Bitdefender; “Unpacking BellaCiao: A Closer Look at Iran’s Latest Malware”; Apr 26, 2023; Link,
Archive

Ravie Lakshmanan; The Hacker News; “Charming Kitten's New BellaCiao Malware Discovered in Multi-Country
Attacks”; Apr 26, 2023; Link, Archive

Jai Vijayan; Dark Reading; “BellaCiac’ Showcases How Iran's Threat Groups Are Modernizing Their Malware”; Apr 28,
2023; Link, Archive

Jonathan Greig; The Record; “Iran APT using ‘BellaCiao’ malware against targets in US, Europe and Asia”; Apr 30,
2023; Link, Archive

Ravie Lakshmanan; The Hacker News; “Iran's Charming Kitten Deploys BellaCPP: A New C++ Variant of BellaCiao
Malware”; Dec 24, 2024; Link, Archive


https://www.bitdefender.com/en-us/blog/businessinsights/unpacking-bellaciao-a-closer-look-at-irans-latest-malware
https://web.archive.org/web/20251230015609/https://www.bitdefender.com/en-us/blog/businessinsights/unpacking-bellaciao-a-closer-look-at-irans-latest-malware
https://thehackernews.com/2023/04/charming-kittens-new-bellaciao-malware.html
https://web.archive.org/web/20251230020222/https://thehackernews.com/2023/04/charming-kittens-new-bellaciao-malware.html
https://www.darkreading.com/cloud-security/bellaciao-showcases-iran-threat-groups-modernizing-malware
https://web.archive.org/web/20251230015917/https://www.darkreading.com/cloud-security/bellaciao-showcases-iran-threat-groups-modernizing-malware
https://therecord.media/iran-apt-charming-kitten-bellaciao-malware-us-europe-asia
https://web.archive.org/web/20251230015736/https://therecord.media/iran-apt-charming-kitten-bellaciao-malware-us-europe-asia
https://thehackernews.com/2024/12/irans-charming-kitten-deploys-bellacpp.html
https://web.archive.org/web/20251230020321/https://thehackernews.com/2024/12/irans-charming-kitten-deploys-bellacpp.html
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BellaCiao is commonly delivered through spear-phishing campaigns, often using weaponized
documents or installer-style droppers that exploit user trust rather than software vulnerabilities.
Once deployed, the malware establishes persistence using registry modifications and
scheduled execution mechanisms, ensuring continued access even after system restarts. Its
low-profile behavior and reliance on legitimate system processes allow it to evade many

signature-based detection systems.

Security researchers have identified BellaCiao as a foundational component in several
Charming Kitten campaigns, acting as a staging platform for more intrusive spyware and
data-exfiltration tools. This separation between the initial implant and later payloads reflects a
deliberate operational strategy: minimizing exposure during early compromise while retaining

the ability to escalate surveillance capabilities when required.

The use of BellaCiao underscores the evolution of Charming Kitten from isolated phishing
operations toward a structured, multi-layered espionage framework. Rather than deploying
monolithic spyware, the group relies on flexible loaders that integrate seamlessly into victims'’

systems and enable long-term monitoring aligned with intelligence collection objectives.



RAT-2Ac2; Preliminary Technical Report on a Modular Remote Access Tool

RAT-2Ac2 is documented in an internal “preliminary report” dated March 2023, which describes
a fully operational remote access tool designed for victim device control and data collection.

Rather than presenting a generic overview, the report details concrete implementation aspects,
including system architecture, deployment requirements, operator-facing panels, and a catalog

of supported commands and modules.

The report describes a client—server design in which the client component is implemented in
.NET/C#, while the server backend is developed in Python using the Flask framework.
Communication is routed over HTTPS and supported by a relay-based infrastructure, allowing

operators to manage multiple infected clients through a centralized control panel.
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Functionally, RAT-2Ac2 provides core surveillance and control capabilities commonly
associated with remote access trojans. These include remote command execution via a shell
interface, file upload and download, remote desktop control through VNC, and keystroke
logging. The report also documents system profiling features, including the collection of device
and environment attributes such as operating system details, hardware characteristics, network

identifiers, and installed security products.
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Beyond its core capabilities, the report highlights operational mechanisms intended to support
stealth and traffic management, including configurable manipulation of network request
headers. The inclusion of server setup instructions and deployment workflows indicates that
RAT-2Ac2 is not a conceptual prototype, but a tool intended for real-world operational use,
providing a structured interface for persistent access, continuous monitoring, and staged

tasking against targets.

Deceptive Delivery Infrastructure Based on Image-Driven Lures

In another document from the same leak, a deceptive content delivery infrastructure is

described which Charming Kitten uses to lure targets and control access to staged content

prior to malware deployment. Rather than functioning as a surveillance implant or exploit, this



system operates as a controlled redirection and delivery platform, enabling operators to
generate trusted-looking links, manage user sessions, and selectively serve files or payloads to

targeted users.
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The infrastructure relies on web-based panels, SSH-managed servers, and configurable
redirect chains, enabling operators to track access attempts, enforce conditional restrictions,
and guide victims through multiple stages of interaction. By embedding malicious delivery
within seemingly legitimate links or documents, this approach reduces suspicion and increases

the likelihood of successful compromise. Such delivery mechanisms play a critical role in
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Charming Kitten's operations by bridging social engineering with subsequent deployment of

spyware and access tools.

Thaqeb: A Remote Access Trojan Within Iran’s Institutional Surveillance

Architecture

“Thageb” (or Sagheb) is another full-featured Remote Access Trojan (RAT) documented in an
internal technical report leaked from the Charming Kitten infrastructure. Unlike improvised
malware or ad-hoc spyware, Thageb is presented as a structured surveillance platform,
complete with a centralized management panel, modular client architecture, and a broad set of
espionage and control capabilities. The documentation makes clear that Thaqgeb is designed
not merely for intrusion, but for sustained monitoring, behavioral tracking, and long-term

control of infected systems.

At the technical level, Thageb operates through a classic command-and-control (C2) model,
allowing operators to manage multiple compromised systems simultaneously. The malware
supports remote command execution, file system access, keystroke logging, screenshot
capture, and data exfiltration. It also includes specialized modules for harvesting credentials
and extracting data from popular applications, including web browsers and messaging clients.
These capabilities allow operators to reconstruct a detailed picture of a target’s digital life,

communications, and routines.
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A notable aspect of Thaqeb is its emphasis on persistence and stealth. The system is explicitly

designed to remain undetected by security software, employing anti-debugging techniques,

delayed execution logic, and obfuscation methods intended to evade antivirus detection.

Communication with the C2 infrastructure is structured to minimize suspicion, and the

documentation references the use of indirect routing mechanisms, including anonymization

layers, to obscure operator activity.
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Beyond its technical features, the leaked documentation reveals that Thaqgeb is not a generic
criminal tool but part of an organized surveillance workflow. The presence of user management
features, logging systems, and client generation interfaces indicates deployment by trained

operators rather than opportunistic attackers.
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From a public interest perspective, Thageb illustrates how surveillance in the Islamic Republic
of Iran extends far beyond filtering and platform control. Tools like Thageb enable direct
intrusion into personal devices, bypassing legal safeguards and operating entirely outside
transparent judicial oversight. The use of such spyware transforms private computers into
sensors for intelligence collection, eroding privacy not through visible censorship, but through

covert and continuous monitoring.

A final, revealing detail concerns visual identity. The branding associated with Thageb closely
mirrors the official insignia of Iran’s Ministry of Intelligence (MOIS), even though technical and
contextual evidence links the tool’s operational use to networks aligned with the IRGC-IO. This
apparent mismatch is unlikely to be accidental; rather, it reflects a deliberate logic of
institutional ambiguity, where symbols function as cover and attribution boundaries are

intentionally blurred.



~a X

A

— LWl s

INSW s S

This pattern aligns with independent research findings. Case studies and subsequent analyses
of Iran’s hybrid cyber units demonstrate that cooperation, shared infrastructure, and tactical
overlap between the MOIS and the IRG-I0 are recurrent features of Iranian cyber espionage.”
Within this framework, Thageb should be understood not as a standalone tool, but as an
artifact of a layered institutional architecture in which tool development, operational

deployment, and organizational deniability are tightly interwoven.

* Saher Naumaan; Proof Point; “Crossed wires: a case study of Iranian espionage and attribution”; Nov 5, 2025; Link,
Archive
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https://www.proofpoint.com/us/blog/threat-insight/crossed-wires-case-study-iranian-espionage-and-attribution
https://web.archive.org/web/20251230035457/https://www.proofpoint.com/us/blog/threat-insight/crossed-wires-case-study-iranian-espionage-and-attribution

Platform Capture: Cloning, Governance-Compliant Shells, and

Application-Level Control

Beyond spyware deployment and deceptive access tools, the Islamic Republic of Iran has
pursued a more structural form of surveillance: the capture and manipulation of digital
platforms themselves. Rather than relying on individual device compromise, this approach
targets the application layer, exploiting users’ trust in widely used services and transforming

platforms into instruments of monitoring, control, and behavioral analysis.

This strategy has taken multiple forms, including traffic interception, reverse engineering of
application behavior, large-scale data aggregation, and in some cases, full cloning of foreign
platforms. Collectively, these efforts constitute a hidden ecosystem of platform-level
surveillance, designed to extract identity, metadata, and behavioral patterns without the

visibility typically associated with malware campaigns.

These trends reveal a coherent policy framework in which foreign digital platforms are treated
as legitimate targets for infiltration, replication, and functional substitution. Unlike spyware
implants that operate at the level of individual devices, platform capture operates structurally
and at scale. Once users are redirected to state-controlled proxies or cloned services, granular
data collection becomes seamless, encompassing search behavior, timestamps, content
exposure, and device-level identifiers. This approach enables persistent surveillance while
remaining largely invisible to the public, embedding control directly into the digital

environments that users rely on daily.



Governance-Compliant Shells and Third-Party Surveillance Applications

In the Islamic Republic’s digital control strategy, governance-compliant shells, state-approved
versions of messaging platforms or social media apps, serve as structural instruments for
monitoring user activity, intercepting private communications, and enforcing censorship. Rather
than blocking access outright, these “shells” offer a familiar interface built on top of foreign
services, but routed through domestic infrastructure that enables content filtering, metadata

harvesting, and behavioral profiling.

The clearest examples are Golden Telegram and Hotgram, two modified versions of the
Telegram app developed by the domestic firm Raahkaar Sarzamin Hooshmand. These apps
gained widespread popularity after Telegram was blocked by judicial order in 2018, offering
uncensored access, on the surface, while secretly enabling deep surveillance. Investigations
revealed that both apps harvested sensitive user data, including identity verification codes, and
were actively censoring content by blocking access to independent news channels such as BBC
Persian and human rights organizations.”* Telegram itself issued a warning about these apps,

and they were eventually removed from Google Play for privacy violations.”

Despite official denials, leaked documents and public statements confirm state involvement in
promoting these shells. A. Firouzabadi, then-Secretary of the SCC, publicly stated that these
Telegram clones were supported by the Ministry of ICT to develop infrastructure independent of

Telegram’s servers. Although M. J. Azari Jahromi, then-Minister of ICT, denied these claims;

* Center for Human Rights in Iran; “Why Did Telegram Warn Users That Iranian Versions of the Telegram App -
Talaeii and Hotgram - Are ‘Unsafe’?”; Dec 17, 2018; Link, Archive

*® Vitor Ventura; Cisco TALOS; “Persian Stalker pillages Iranian users of Instagram and Telegram”; Nov. 5, 2018; Link,
Archive


https://blog.talosintelligence.com/persian-stalker/
https://web.archive.org/web/20250108021103/https://blog.talosintelligence.com/persian-stalker/
https://iranhumanrights.org/2018/12/why-did-telegram-warn-users-that-iranian-versions-of-app-telegram-talaeii-and-hotgram-are-unsafe/
https://web.archive.org/web/20251230223824/https://iranhumanrights.org/2018/12/why-did-telegram-warn-users-that-iranian-versions-of-app-telegram-talaeii-and-hotgram-are-unsafe/

however, Golden Telegram and Hotgram remained operational after Telegram’s shutdown,

enjoying de facto government endorsement .

*® Durov Post Pavel Durov post on X (formerly Twitter); Oct. 29, 2017; Link, Archive
IRNA; “Minister of ICT: We Do Not Confirm the Security of Iranian Telegram Versions”; Aug 12, 2018; Archive


https://t.me/durov/66
http://archive.today/ezuU4
https://web.archive.org/web/20250108021833/https://www.irna.ir/news/3642432/%D8%A7%D9%85%D9%86%D9%8A%D8%AA-%D8%AA%D9%84%DA%AF%D8%B1%D8%A7%D9%85-%D9%87%D8%A7%D9%8A-%D8%A7%D9%8A%D8%B1%D8%A7%D9%86%D9%8A-%D8%B1%D8%A7-%D8%AA%D8%A3%D9%8A%D9%8A%D8%AF-%D9%86%D9%85%D9%8A-%D9%83%D9%86%D9%8A%D9%85
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The legal justification for these shells is rooted in SCC. In Resolution No. 96 of the Supreme
Council of Cyberspace, various state bodies were tasked with examining “user access to

n27

beneficial foreign services through governance-compliant frameworks.””” The same resolution

defines concrete forms of governance compliance, including:

1. Access windows embedded within domestic platforms
2. Negotiations to establish in-country representation for foreign services
3. Diverse governance-compliant gateways developed through private-sector investment

under state regulation

The term governance-compliant thus refers not merely to legal oversight, but to engineered

control over what users can access, see, and share.

Beyond cloned apps, state institutions have explored 3rd party surveillance applications
disquised as leg-tech or civic tools. In 2022, a team based at a government-affiliated
accelerator submitted a proposal titled “DATAP: Evidence Documentation Platform” to the
Filtering Committee.”® The proposal claimed to support digital due process by creating a

system for collecting and presenting electronic evidence to the judiciary.

The implementation, however, relied on covert infiltration: a 3rd party app designed to gain
access to target users’ chats, social media activity, and emails, often with deceptive consent

prompts. The proposal stated:

% 3CC; “Review of Measures to Increase the Share of Domestic Traffic and Counter Circumvention Tools”; Nov 13,
2024; Archive

2 Sharif RegTech Company; “Technical Proposal for the Electronic Evidence Documentation System”; Jul 5, 2022;
Download

Factnameh; “Filtering Contractors in Iran”; Jan 28, 2024; Link, Archive


https://filter.watch/wp-content/uploads/2023/06/Edalat-Yar.pdf
https://factnameh.com/fa/reports/2024-01-29-internet-iran-censorship-contractors
https://web.archive.org/web/20250530055311/https://factnameh.com/fa/reports/2024-01-29-internet-iran-censorship-contractors
https://web.archive.org/web/20250108011232/https://rc.majlis.ir/fa/law/show/1799942

“This documentation system will use the 3rd party model to build trust between users

and cyberspace and facilitate case review through reg-tech solutions.”

The needs assessment section called explicitly for: Screenshot capture of chats and posts,

Access to account information across virtual platforms, And the ability to counter

“misinformation.”
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This framing positioned mass surveillance as legal evidence gathering, enabling law
enforcement to bypass platform-level security under the guise of civic regulation. The system

further blurs the line between judicial oversight and intelligence surveillance.



Messaging App Exploits and Platform-Level Surveillance

One early example of such operations was an Instagram crawling bot deployed before the 2015
protocol upgrade, which allowed authorities to monitor user behavior across the platform. M.J.
Azari Jahromi, later Minister of ICT, played a key role in launching this surveillance

infrastructure.
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One of the most notorious cases is the Shekar system, a database leaked in 2020 that exposed
the private details of over 42 million Iranian Telegram users.” This included user IDs, phone

numbers, and associated metadata. Although Telegram was officially banned by judicial order

% |ranWire; “Hackers Claim Access to 42 Million Sepah Bank Records, Bank Denies Breach”; Mar 31, 2020; Archive
WebAmoz; “Who Is Responsible for the Disclosure of 42 Million Iranians’ Data on the Shekar System?”; Jun 20, 2020;
Archive



https://web.archive.org/web/20251230234138/https://iranwire.com/en/news/139996-hackers-claim-access-to-42-million-sepah-bank-records-bank-denies-breach/
https://web.archive.org/web/20250108012435/https://www.webamooz.com/1399/03/31/%D9%85%D8%B3%D8%A6%D9%88%D9%84-%D8%A7%D9%81%D8%B4%D8%A7-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA-%DB%B4%DB%B2-%D9%85%DB%8C%D9%84%DB%8C%D9%88%D9%86-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86%DB%8C-%D8%A8%D8%B1/

in 2018, the platform remained widely used via circumvention tools, and it has long been
subject to both policy-level pressure and covert monitoring. The Shekar leak revealed that
Iranian authorities had quietly been building comprehensive identity-to-behavior maps, without

any user consent or platform-level acknowledgment.

A broader proposal known as the SAAFTA Monitoring System, developed by a
defense-affiliated institution and presented to the Attorney General’s Office in 2017, outlined
plans for persistent surveillance of Telegram traffic across Iran. SAAFTA aimed to categorize
news channels, flag dissent, and classify behavioral patterns based on keyword detection and
user interactions. The proposal’s institutional origin, within the Ministry of Defense and Armed
Forces Logistics, suggests military-grade interest in the strategic potential of social media

surveillance.*

% Office of the Prosecutor General; “System for Monitoring and Tracking News and Telegram”; April 2017; download
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Collectively, these efforts reflect a policy framework in which foreign platforms are treated

legitimate targets for both infiltration and replication, with the ultimate goal of maintaining
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social control through digital oversight. Unlike spyware implants which target individual users,

these techniques are structural, systematic, and often invisible to the general public.

A key risk lies in the modular and scalable nature of such operations. Cloned platforms an

proxy interfaces can be updated, scaled across services, or ported to mobile apps with minimal

cost. Once users are rerouted to state-controlled versions of globally trusted services, gra

d

nular



data capture becomes seamless, from search terms and timestamps to content curation and

device fingerprinting.



User Data as an Intelligence Asset: Platforms, Backdoors, and

State-Aligned Apps

In addition to wiretaps and spyware campaigns, a significant yet underexamined pillar of the
Islamic Republic’s surveillance apparatus is its access to user behavioral data generated by
ordinary internet services. Rather than targeting individuals through implants or attacks, this
layer of oversight relies on privileged access to backend systems of widely used Iranian

platforms, often granted without legal authorization or judicial transparency.

Leaked documents from late 2022 revealed that several domestic internet companies had
granted the Prosecutor’s Office and the Filtering Committee special administrative access to
user data dashboards.” These access points allowed the government to obtain identity
records, usage patterns, and sensitive metadata without official court orders. Companies such
as ZarinPal, Vigool, Aparat, Bam, and Cafe Bazaar were named among those offering such
privileged access. While some firms later claimed these measures were intended to combat

cybercrime, the absence of formal legal procedures casts serious doubt on these justifications.

s Anonymous Oplran; Post on Telegram; Nov. 3 2022; Archive


https://archive.ph/hu9mn
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One illustrative case of data misuse involves the navigation app Balad, developed by the Hezar
Dastan Group,”” the same conglomerate behind Café Bazaar, Iran's largest Android app

marketplace, and Divar, a widely used classified ads platform. In October 2022, Balad published
a statement that indirectly acknowledged public concerns over potential government access to

its user data.*® The implications of this were far-reaching: if such access existed in Balad,

82 Crunchbase; Ava Hamrah Hooshmand Hezardastan; Link, Archive
% Peivast; “Hazardastan Reports: Possible Shutdown of Balad After Year-End / Dozens of Layoffs”; Oct 25, 2022;
Archive


https://web.archive.org/web/20230820221929/https:/peivast.com/p/145021
https://www.crunchbase.com/organization/ava-hamrah-hooshmand-hezardastan
https://web.archive.org/web/20250530055509/https://www.crunchbase.com/organization/ava-hamrah-hooshmand-hezardastan

similar risks likely extended to Divar and Café Bazaar, given their shared backend infrastructure
and ownership. This incident underscored the broader problem of user data exposure across

dominant domestic platforms.

m Oliws)lje 09 5 aily
A b a9 ddiis codlad 03Tl b )1 )

g Jrom g S w0j Sl el dg2g Lo Gidled Jlw graziy » 2L
i s Lo jlebay dilig) Jled )5 ge—due 1+ jl i Lo (o Hauamo
LSL""'—'Z‘S.' 13 r:l.__lrLajm -._:J._:? .:‘5|_|1H:||J a8 cuwlaen e .LE,L.,J:\ L_Tb_‘iL.’:»L‘;._':: L‘,,injll,lim
aS aleylSg S (4313 doldl g adile diwg adS oga® sy g Gali)liwl
dy oy ol5al g 30ags 8315 418 3¢5 i 1) waedil 13 dlepw wadid;l
&l pat Glbisan el 820 Heduw A3)la0 |y wieeliel (o ) wdpw dbod)
g 3l 3929 iyl iR ¢le)Sgewns jl phliSaleyw 29,5 gl (g,
2jls abold 295 dlzge @ pdawy U Jlw gl Jlw o5 il (gl 1) sl (0l
odi Jlacl glacudsgime ol (G135 e 3od Gkl il 03 |l
G BB gldiz jeds o cdyiil ol Lad (b yisiel g coyiil
&S ol iy 2 ) Lo sl Glaole )3 poga 4 oyjgsy (25 9
S @ s Gl jl wbblés 5 ag S blgl g SSRTE ﬂ_.nﬂﬁuﬁ_k__‘g Ji
g i _wlie oylog)Sam (gl a0l 392g @y bl i cob Lo e wl aislul
(28 el g e w glad o 4 S @S0 B au |y 3¢5 GAULT —olal
Agad olya (yiaT (glaiduw b @g)S 15 slaeiwl b g diailgd 381 -l | pleols
ol wled g Jaaso gl 0200l 3)30 53 (G354 o ue j2 EuS(0 (ad
[_.,jl._;.u_,r_'—“_'_lli:ll _'n.j|c>_‘1)5 sladiel [;:.-I- du Ll:.hdl._.m L'Hl f::Laﬁ as E.EH_JLSF L-muw LEiH

2 qumlgs elzol yiga8s

L

The Islamic Republic has invested heavily in cultivating a parallel ecosystem of state-aligned

messaging platforms, including Rubika, Eitaa, Bale, iGap, Soroush, and Gap, under the guise of
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“digital sovereignty.” These platforms operate under the financial and infrastructural backing of
semi-governmental economic institutions and are intended not only to replace foreign apps but
also to concentrate user communications within an environment of centralized control. While
promoted as “national” alternatives, these apps have played an active role in granting privileged
backend access to government entities, bypassing judicial oversight in the process. Recent
surveys show Rubika, Eitaa, and Bale consistently rank among the most widely used messaging

apps in Iran.**
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Independent technical audits, including a detailed investigation by the Open Technology Fund
(OTF), have raised serious concerns about the privacy architecture of Rubika, Eitaa, and Bale.*®

None of these platforms adhere to basic international standards for secure messaging: data is

% |SPA; “Usage Rates of Messaging Apps and Social Media Among Iranians”; Sep 28, 2024; Archive
% Open Technology Fund; “Iranian Messaging Apps - Security Audit”; Archive


https://web.archive.org/web/20250108041840/https://www.opentech.fund/security-safety-audits/iranian-messaging-apps-security-audit/
https://web.archive.org/web/20250108041633/https://ispa.ir/Default/Details/fa/3472/%D9%86%D8%AA%D8%A7%DB%8C%D8%AC-%D8%AC%D8%AF%DB%8C%D8%AF%D8%AA%D8%B1%DB%8C%D9%86-%D9%86%D8%B8%D8%B1%D8%B3%D9%86%D8%AC%DB%8C-%D8%A7%DB%8C%D8%B3%D9%BE%D8%A7%D8%9B-%D9%85%DB%8C%D8%B2%D8%A7%D9%86-%D8%A7%D8%B3%D8%AA%D9%81%D8%A7%D8%AF%D9%87-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86%DB%8C%D8%A7%D9%86-%D8%A7%D8%B2-%D9%BE%DB%8C%D8%A7%D9%85-%D8%B1%D8%B3%D8%A7%D9%86%E2%80%8C%D9%87%D8%A7-%D9%88-%D8%B4%D8%A8%DA%A9%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%AC%D8%AA%D9%85%D8%A7%D8%B9%DB%8C

stored insecurely, cryptographic protocols are weak or improperly implemented, and app
permissions are excessively broad. The findings suggest that these vulnerabilities are not
accidental but structurally embedded, facilitating state access to sensitive communications

under the guise of national infrastructure.

One of the most revealing moments came when Google Play flagged Rubika as a surveillance
threat. The app, which had gained popularity in Iran for features like football betting and media
streaming, was delisted due to violations of user privacy and potential spyware behavior. In
retaliation, the Filtering Committee blocked access to Google Play itself, effectively shielding
domestic apps from international scrutiny.*® This episode illustrates the Islamic Republic’s
willingness to weaponize national infrastructure and platform policy in defense of

surveillance-capable software.

Play Protect warning

0 Rubika

This app tries to spy on your personal data,
such as SMS messages, photos, audio
recordings, or call history

Eeas] )b.} U224 33 ,;.'L',:;L\"'I'S_;.u_\_\

Rubika OPEN ANYWAY  UNINSTALL

% pC Jow; “Why did Rubica get a warning from Google’s security shield?”; Oct. 3 2022; Archive


https://web.archive.org/web/20230820230521/https:/pcjow.com/why-did-rubica-get-a-warning-from-googles-security-shield/

Iranian ICT and security officials have frequently cited this incident as evidence of foreign
interference in domestic affairs, framing Google's action as part of a broader campaign against

national platforms and they have not forgotten it.

Rubika was developed by semi-governmental economic holdings under the control of the
Supreme Leader of the Islamic Republic, with the vision of becoming a national “super app” to
rival foreign platforms. However, this ambition also enabled the platform to function as a
surveillance proxy. By integrating backend access and enforcing opaque data practices, Rubika
became a textbook example of how the state leverages private-sector fagades for mass data

extraction under the guise of domestic innovation.”

Bale has also faced serious privacy concerns, particularly following a major leak in which users’
personal information, including private group content, was exposed.* The revelations showed
that Bale administrators had access to private messages and user metadata, sparking public

outrage and widespread criticism.

% Jamaran; “Whose Names Appear in ‘Touska'?”; Mar 17, 2019; Archive

Khorasan Daily; “Touska’s Monopoly Behind the Mask of MCI (Hamrah-e Aval)”; Mar 23, 2020; Archive

*® Factnameh; “Ambiguities in the Bale Messenger’s Statement on the Display of User Information”; Jul 23, 2023; Link,
Archive


https://factnameh.com/fa/fact-checks/2023-07-24-bale-messenger-user-privacy
https://web.archive.org/web/20250530055536/https://factnameh.com/fa/fact-checks/2023-07-24-bale-messenger-user-privacy
https://web.archive.org/web/20250108042539/https://www.jamaran.news/%D8%A8%D8%AE%D8%B4-%D8%B3%DB%8C%D8%A7%D8%B3%D8%AA-12/1140124-%D9%86%D8%A7%D9%85-%DA%86%D9%87-%DA%A9%D8%B3%D8%A7%D9%86%DB%8C-%D8%AF%D8%B1-%D8%AA%D9%88%D8%B3%DA%A9%D8%A7-%D8%AF%DB%8C%D8%AF%D9%87-%D9%85%DB%8C-%D8%B4%D9%88%D8%AF
https://web.archive.org/web/20250108042840/https://www.pishkhan.com/news/176925
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Additional security vulnerabilities have been reported as well, including weak or absent
encryption and unauthorized access to user data. These concerns have grown especially acute
during periods of heightened government pressure for digital surveillance, fueling fears that

Bale serves as a backchannel for state monitoring of sensitive communications.
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In addition, other security problems have been reported in the Bale application. These problems
include the lack of proper encryption and unauthorized access to user data. Especially at times
when government pressure for monitoring online activities has increased, concerns about
authorities' access to users' sensitive information have risen. The Eitaa messenger application
has also been subject to concerns regarding privacy violations. In security investigations,
similar problems to Rubika and Bale have been observed, including unauthorized access to

user information.

The Eitaa messenger, another state-backed platform, has also been implicated in serious
privacy concerns. Security audits and independent reports have flagged patterns of
unauthorized data access, insecure transmission protocols, and embedded monitoring
mechanisms. Like Rubika and Bale, Eitaa operates under close ties to government-affiliated
investors and benefits from state promotion campaigns. However, its architecture reveals
systemic vulnerabilities, including unencrypted data storage and administrative access to user
content. These issues have become especially pressing during periods of heightened political
repression, where metadata and message content from users, particularly journalists, activists,
and protesters, could be harvested and analyzed. While the app brands itself as a secure
domestic alternative, its operational model reflects a broader strategy of digital containment,

turning communication tools into instruments of state control.

Collectively, these practices illustrate how the Islamic Republic has weaponized user data from
both private sector startups and domestically promoted messaging platforms to construct an

expansive, multi-tiered surveillance infrastructure. By exploiting backend access, opaque



partnerships, and the absence of meaningful legal safeguards, authorities have effectively
bypassed judicial oversight to extract, monitor, and weaponize behavioral data. This hybrid
model of public-private surveillance not only undermines user trust in domestic digital services
but also redefines the role of technology firms as de facto extensions of the state’s intelligence
apparatus. As Iran’s digital ecosystem becomes increasingly fragmented from global networks,

the unchecked exploitation of user data represents a growing threat to civil liberties and digital

autonomy.



Kashef System; Data Fusion, Relationship Mapping, and Operational

Surveillance

Beyond individual surveillance operations, one of the most consequential dimensions of the
Islamic Republic’s digital control strategy is data aggregation. Rather than relying solely on
isolated interceptions or targeted espionage, the state increasingly prioritizes the systematic
collection, correlation, and analysis of user data across platforms, services, and identifiers. In
this model, surveillance power derives not from single data points, but from the ability to fuse

disparate datasets into coherent behavioral profiles.

Disclosures related to the Charming Kitten operations illustrate this logic in practice. The
group'’s infrastructure was not limited to malware delivery or account compromise; it functioned
as a data pipeline. Collected information including credentials, session tokens, metadata,
contact networks, and content archives was stored, indexed, and cross-referenced over time.
This enabled the construction of identity-to-behavior mappings that extend beyond individual

incidents and support long-term monitoring objectives.

This aggregation-centric approach closely mirrors state-level practices observed across
domestic platforms. Backend access to Iranian services such as messaging apps,
marketplaces, navigation tools, and payment systems allows authorities to correlate behavioral
signals across domains: communication patterns, location data, transaction histories, and
social relationships. When combined, these datasets produce a level of visibility far exceeding

that of conventional lawful interception.



Crucially, data aggregation collapses the distinction between targeted and mass surveillance.
Even when access originates from discrete sources, the resulting datasets scale horizontally,
capturing populations rather than individuals. This architecture transforms ordinary digital

exhaust into an intelligence asset, enabling predictive analysis, social graph construction, and

retrospective investigation without continuous active interception.

In this context, Charming Kitten should not be understood merely as a cyber-espionage actor,
but as an operational prototype for data-driven surveillance. Its methods demonstrate how
decentralized collection can feed centralized analysis, reinforcing a broader state strategy that
treats user data as a strategic resource. The convergence of state-backed platforms, privileged
backend access, and external data harvesting points toward an increasingly unified surveillance

architecture, where aggregation itself becomes the primary mechanism of control.

One of the most consequential revelations about the Islamic Republic’s covert surveillance
ecosystem is the exposure of a platform known as Kashef, a centralized intelligence system
designed to aggregate, correlate, and operationalize vast volumes of personal data.* Unlike the
surveillance vectors discussed earlier in this section, Kashef does not rely on malware delivery,
platform cloning, or direct user interaction. Instead, it functions as a back-end intelligence
fusion engine that transforms disparate datasets into actionable relationship and behavioral

maps.

Investigations revealed that Kashef enables operators to input the identity of a target individual

and retrieve a structured network of associations, including family members, frequent contacts,

% Nariman Gharib; “Department 40 Exposed: Inside the IRGC Unit Connecting Cyber Ops to Assassinations”; Nov 23,
2025; Link, Archive

Amirhadi Anvari; Iran International; “Charming Kitten exposed: spy unit led Iran’s surveillance for deadly plots”; Nov
2025; Link, Archive


https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948?lang=en
https://web.archive.org/web/20251230010925/https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948?lang=en
https://content.iranintl.com/secret-spy-unit-leads-irans-intel-gathering-for-surveillance-deadly-plots/index.html
https://web.archive.org/web/20251230010835/https://content.iranintl.com/secret-spy-unit-leads-irans-intel-gathering-for-surveillance-deadly-plots/index.html

travel history, and geospatial presence. The system correlates metadata from multiple sources,
such as mobile phone records, location data, airline manifests, and leaked or exfiltrated
databases obtained through cyber operations. By combining these inputs, Kashef generates a
dynamic graph of relationships that can be queried, expanded, and filtered based on

investigative or operational needs.
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According to available reporting, Kashef is used by security and intelligence units to identify
social networks, trace indirect connections, and surface hidden links between individuals and
locations. Rather than surveilling communications in real time, the platform reconstructs
patterns of life after the fact, allowing authorities to infer trust relationships, logistical
coordination, and movement patterns. This capability makes Kashef particularly valuable for

intelligence-led policing, counter-dissent operations, and transnational targeting.
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Crucially, Kashef appears to function as a downstream consumer of data collected through
other surveillance mechanisms described in this report. Information harvested via spyware
campaigns, administrative access to domestic platforms, lawful intercept systems, and cyber
intrusions can be ingested into Kashef, where it is normalized and cross-referenced. In this
sense, Kashef represents the convergence point of the Islamic Republic’s surveillance stack: a
system where interception, data access, and behavioral monitoring coalesce into a single

analytical framework.
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The architecture and use of Kashef illustrate a shift from fragmented surveillance toward
integrated intelligence production. Rather than relying on isolated datasets or single-purpose
tools, the Islamic Republic has invested in systems that enable long-term profiling and
predictive inference. This model blurs the boundary between domestic surveillance and
intelligence operations, enabling authorities to repurpose civilian data for security objectives

without judicial transparency or meaningful oversight.

Kashef thus exemplifies the maturation of surveillance governance in the Islamic Republic: a
move from monitoring communications to mapping societies. By transforming personal data
into relational intelligence, the system operationalizes digital traces as instruments of control,
extending the reach of state surveillance beyond individual platforms and into the structure of

social life itself.



Appendix

Glossary
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