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Stanford University, Digichina; Jamie P. Horsley; “Behind the
Facade of China’s Cyber Super-Regulator”; Aug 8, 2022; Link,
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Gary Miller, Noura Aljizawi, Ksenia Ermoshina, Marcus
Michaelsen, Zoe Panday, Genny Plumptre, Adam Senft,
and Ron Deibert; The Citizen Lab; “You Move, They Follow;
Uncovering Iran’s Mobile Legal Intercept System”; Jan. 16,
2023; Link, Archive
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3GPP; “Lawful Interception in mobile networks”, Aug. 08,
2022; Link, Archive
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ETSI; “Lawful Intercept”; Link, Archive
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ASL19; Citizen Lab; “Iran’s National Information Network”;
Nov. 9, 2012; Link, Archive

Center for Human Rights in Iran; “Guards at the Gate; The
Expanding State Control Over the Internet in Iran”; Jan. 2018;
Download

Article19; “Iran: Tightening the Net”; Sep. 2020; Link,
Download (Persian Version)
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https://citizenlab.ca/2012/11/irans-national-information-network/
https://web.archive.org/web/20240814221303/https:/citizenlab.ca/2012/11/irans-national-information-network/
https://www.iranhumanrights.org/wp-content/uploads/EN-Guards-at-the-gate-High-quality.pdf
https://www.article19.org/ttn-iran-november-shutdown/
https://www.article19.org/wp-content/uploads/2020/10/Iran-Internet-Report-Farsi-3.pdf
https://factnameh-uploads.s3.amazonaws.com/Sianat01.pdf
https://factnameh-uploads.s3.amazonaws.com/Sianat02.pdf
https://factnameh-uploads.s3.amazonaws.com/Sianat03.pdf
https://factnameh-uploads.s3.amazonaws.com/Sianat04.pdf
https://factnameh-uploads.s3.amazonaws.com/Sianat05.pdf
https://factnameh-uploads.s3.amazonaws.com/Sianat06.pdf
https://www.radiofarda.com/a/rsf-condemns-iran-s-law-to-restrict-internet-for-public/31382637.html
https://www.washingtonpost.com/opinions/global-opinions/ruhollah-zam-execution-iran/2020/12/15/c51f85a8-3efd-11eb-8db8-395dedaaa036_story.html
https://web.archive.org/web/20250530054352/https://www.bbc.com/persian/iran/2015/10/151019_u04_telegram_iran
https://www.bbc.com/persian/iran/2015/10/151019_u04_telegram_iran
https://x.com/durov/status/656551981226528768
https://archive.ph/Ev5ae
https://web.archive.org/web/20131226222139/http:/rc.majlis.ir/fa/law/show/100746
https://sccr.ir/pro/1230/%D9%85%D9%82%D8%B1%D8%B1%D8%A7%D8%AA-%D9%88-%D8%B6%D9%88%D8%A7%D8%A8%D8%B7-%D8%B4%D8%A8%DA%A9%D9%87-%D9%87%D8%A7%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9-%D8%B1%D8%B3%D8%A7%D9%86%DB%8C-%D8%B1%D8%A7%DB%8C%D8%A7%D9%86%D9%87-%D8%A7%DB%8C
https://majazi.ir/circularinformation/80810-%D8%AA%D8%A8%DB%8C%DB%8C%D9%86-%D8%A7%D9%84%D8%B2%D8%A7%D9%85%D8%A7%D8%AA-%D8%B4%D8%A8%DA%A9%D9%87-%D9%85%D9%84%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA.html?t=%D8%A2%DB%8C%DB%8C%D9%86-%D9%86%D8%A7%D9%85%D9%87-%D9%82%D9%88%D8%A7%D9%86%DB%8C%D9%86-%D9%85%D9%82%D8%B1%D8%B1%D8%A7%D8%AA
https://digichina.stanford.edu/work/behind-the-facade-of-chinas-cyber-super-regulator/
https://web.archive.org/web/20251211025601/https://digichina.stanford.edu/work/behind-the-facade-of-chinas-cyber-super-regulator/
https://web.archive.org/web/20251211030223/https://farsi.khamenei.ir/message-content?id=19225
https://farsi.khamenei.ir/message-content?id=19225
https://majazi.ir/circularinformation/86808-%D9%86%D8%B8%D8%A7%D9%85-%D9%87%D9%88%DB%8C%D8%AA-%D9%85%D8%B9%D8%AA%D8%A8%D8%B1-%D8%AF%D8%B1-%D9%81%D8%B6%D8%A7%DB%8C-%D9%85%D8%AC%D8%A7%D8%B2%DB%8C-%DA%A9%D8%B4%D9%88%D8%B1.html?t=%D8%A2%DB%8C%DB%8C%D9%86-%D9%86%D8%A7%D9%85%D9%87-%D9%82%D9%88%D8%A7%D9%86%DB%8C%D9%86-%D9%85%D9%82%D8%B1%D8%B1%D8%A7%D8%AA
https://web.archive.org/web/20250530054444/https://rc.majlis.ir/fa/law/show/1809128
https://rc.majlis.ir/fa/law/show/1809128
https://factnameh.com/media/documents/%DA%A9%D9%85%DB%8C%D8%B3%DB%8C%D9%88%D9%86_%D8%B9%D8%A7%D9%84%DB%8C_%D8%AA%D9%86%D8%B8%DB%8C%D9%85_%D9%85%D9%82%D8%B1%D8%B1%D8%A7%D8%AA_%D9%81%D8%B6%D8%A7%DB%8C_%D9%85%D8%AC%D8%A7%D8%B2%DB%8C.pdf
https://media.dotic.ir/uploads/org/2024/01/20/170576324339587400.pdf
https://dotic.ir/news/15750
https://dotic.ir/news/5584/%D9%82%D8%A7%D9%86%D9%88%D9%86-%D8%A2%D9%8A%D9%8A%D9%86-%D8%AF%D8%A7%D8%AF%D8%B1%D8%B3%D9%8A-%D9%83%D9%8A%D9%81%D8%B1%D9%8A
https://citizenlab.ca/2023/01/uncovering-irans-mobile-legal-intercept-system/
https://web.archive.org/web/20250530054538/https://citizenlab.ca/2023/01/uncovering-irans-mobile-legal-intercept-system/
https://www.3gpp.org/technologies/li
https://web.archive.org/web/20250530054608/https://www.3gpp.org/technologies/li
https://www.etsi.org/technologies/lawful-interception
https://web.archive.org/web/20250530054629/https://www.etsi.org/technologies/lawful-interception
https://majazi.ir/circularinformation/90343-%D8%B7%D8%B1%D8%AD-%DA%A9%D9%84%D8%A7%D9%86-%D9%85%D8%B9%D9%85%D8%A7%D8%B1%DB%8C-%D8%B4%D8%A8%DA%A9%D9%87%E2%80%8C-%D9%85%D9%84%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA.html?t=%D8%A2%DB%8C%DB%8C%D9%86-%D9%86%D8%A7%D9%85%D9%87-%D9%82%D9%88%D8%A7%D9%86%DB%8C%D9%86-%D9%85%D9%82%D8%B1%D8%B1%D8%A7%D8%AA
https://web.archive.org/web/20250107131645/https://iranwire.com/fa/news-1/109443-%DA%AF%D8%B1%D9%88%D9%87-%D8%A7%D9%86%D8%A7%D9%86%DB%8C%D9%85%D9%88%D8%B3-%D8%B3%D8%B1%D9%88%D8%B1%D9%87%D8%A7%DB%8C-%DA%A9%D8%A7%D8%B1%DA%AF%D8%B1%D9%88%D9%87-%D9%81%DB%8C%D9%84%D8%AA%D8%B1%DB%8C%D9%86%DA%AF-%D8%B1%D8%A7-%D9%87%DA%A9-%DA%A9%D8%B1%D8%AF/
https://iranwire.com/fa/news-1/109443-گروه-انانیموس-سرورهای-کارگروه-فیلترینگ-را-هک-کرد/
https://web.archive.org/web/20250108002101/https://rc.majlis.ir/fa/law/show/90595
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Gary Miller, Noura Aljizawi, Ksenia Ermoshina, Marcus
Michaelsen, Zoe Panday, Genny Plumptre, Adam Senft,
and Ron Deibert; The Citizen Lab; “You Move, They Follow;
Uncovering Iran’s Mobile Legal Intercept System”; Jan. 16,
2023; Link
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Gary Miller, Noura Aljizawi, Ksenia Ermoshina, Marcus
Michaelsen, Zoe Panday, Genny Plumptre, Adam Senft,
and Ron Deibert; The Citizen Lab; “You Move, They Follow;
Uncovering Iran’s Mobile Legal Intercept System”; Jan. 16,
2023; Link
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Sam Biddle, Murtaza Hussain; The Intercept; "Hacked
Documents: How Iran Can Track and Control Protesters’
Phones"; Oct. 28, 2022; Link, Archive
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“Iran's SIAM Manual in Persian for Tracking and Controlling
Mobile Phones”, Page 35-44, Link, Archive
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https://citizenlab.ca/2023/01/uncovering-irans-mobile-legal-intercept-system/
https://web.archive.org/web/20250106030621/https://www.tabnak.ir/fa/news/1268161/%D8%A2%D8%B4%D9%86%D8%A7%DB%8C%DB%8C-%D8%A8%D8%A7-%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D8%B4%D8%A7%D9%87%DA%A9%D8%A7%D8%B1-%D9%88-%D9%86%D8%AD%D9%88%D9%87-%DA%A9%D8%A7%D8%B1-%D8%A8%D8%A7-%D8%A2%D9%86
https://theintercept.com/2022/10/28/iran-protests-phone-surveillance/
https://web.archive.org/web/20250106040034/https://theintercept.com/2022/10/28/iran-protests-phone-surveillance/
https://www.documentcloud.org/documents/23199209-irans-siam-manual-in-persian-for-tracking-and-controlling-mobile-phones/
https://web.archive.org/web/20250530054727/https://www.documentcloud.org/documents/23199209-irans-siam-manual-in-persian-for-tracking-and-controlling-mobile-phones/
https://web.archive.org/web/20250106040851/https://iranwire.com/fa/features/45818/
https://iranwire.com/fa/features/45818/
https://t.me/ghyamsarnegouni/3082
http://archive.today/vSkT1
https://t.me/ghyamsarnegouni/3081
http://archive.today/mbEJq
https://web.archive.org/web/20250530054824/https://www.bbc.com/persian/articles/cpwy9zxq6wgo
https://www.bbc.com/persian/articles/cpwy9zxq6wgo
https://web.archive.org/web/20250530054841/https://filter.watch/2023/10/30/policy-monitori-october-2023/
https://filter.watch/2023/10/30/policy-monitori-october-2023/
https://web.archive.org/web/20250106030106/https://www.irna.ir/news/84330025/%D8%A7%D8%AD%D8%B1%D8%A7%D8%B2-%D9%87%D9%88%DB%8C%D8%AA-%D9%85%D8%B9%D8%AA%D8%A8%D8%B1-%D8%AF%D8%B1-%D9%81%D8%B6%D8%A7%DB%8C-%D9%85%D8%AC%D8%A7%D8%B2%DB%8C-%D8%A8%D8%B1%D8%A7%DB%8C-%D8%AA%D9%85%D8%A7%D9%85-%DA%A9%D8%A7%D8%B1%D8%A8%D8%B1%D8%A7%D9%86
https://web.archive.org/web/20250106034303/https://www.tabnak.ir/fa/news/1254488/%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D9%87%D8%AF%D8%A7-%DA%86%DB%8C%D8%B3%D8%AA-%D9%88-%DA%86%DA%AF%D9%88%D9%86%D9%87-%D9%85%DB%8C%E2%80%8C%D8%AA%D9%88%D8%A7%D9%86-%D8%AF%D8%B1-%D8%A2%D9%86-%D8%AB%D8%A8%D8%AA-%D9%86%D8%A7%D9%85-%DA%A9%D8%B1%D8%AF
https://web.archive.org/web/20250106034759/https://www.irna.ir/news/85554466/%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D9%87%D8%AF%D8%A7-%D8%AC%D8%A7%DB%8C%DA%AF%D8%B2%DB%8C%D9%86-%D8%A7%D8%B1%D8%A7%D8%A6%D9%87-%DA%A9%D9%BE%DB%8C-%D8%B4%D9%86%D8%A7%D8%B3%D9%86%D8%A7%D9%85%D9%87-%D9%88-%DA%A9%D8%A7%D8%B1%D8%AA-%D9%85%D9%84%DB%8C-%D8%B4%D8%AF
https://web.archive.org/web/20250106035156/https://www.tasnimnews.com/fa/news/1403/07/04/3165018/%D8%AA%D8%AD%D9%88%D9%84-%D8%AF%D8%B1-%D8%A7%D8%AD%D8%B1%D8%A7%D8%B2-%D9%87%D9%88%DB%8C%D8%AA-%D8%A7%D9%84%DA%A9%D8%AA%D8%B1%D9%88%D9%86%DB%8C%DA%A9%DB%8C-%D8%A8%D8%A7-%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D9%87%D8%AF%D8%A7
https://web.archive.org/web/20250106032314/https://www.tabnak.ir/fa/news/1258418/%D8%AB%D8%A8%D8%AA-%D9%86%D8%A7%D9%85-%D8%AF%D8%B1-%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D8%AB%D9%86%D8%A7-%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D8%A7%D8%AD%D8%B1%D8%A7%D8%B2-%D9%87%D9%88%DB%8C%D8%AA-%D9%82%D8%B6%D8%A7%DB%8C%DB%8C-%D8%A2%D9%86%D9%84%D8%A7%DB%8C%D9%86
https://citizenlab.ca/2023/01/uncovering-irans-mobile-legal-intercept-system/
https://web.archive.org/web/20250106125729/https://www.digikala.com/mag/how-to-register-our-smartphone/
https://web.archive.org/web/20250106033225/https://asansabt.com/academy/%D8%A7%D9%85%D8%AA%D8%A7
https://web.archive.org/web/20250106033450/https://www.tasnimnews.com/fa/news/1399/07/15/2364257/%D9%85%D8%B2%DB%8C%D8%AA-%D8%A7%D8%B3%D8%AA%D9%81%D8%A7%D8%AF%D9%87-%D8%A7%D8%B2-%D8%A7%D9%85%D8%AA%D8%A7-%D8%A8%D8%B1%D8%A7%DB%8C-%DA%A9%D8%B3%D8%A8-%D9%88%DA%A9%D8%A7%D8%B1%D9%87%D8%A7-%DA%86%DB%8C%D8%B3%D8%AA
https://web.archive.org/web/20251219052528/https://www.tabnak.ir/fa/news/1256186/%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D8%B3%D8%AE%D8%A7-%DA%86%DB%8C%D8%B3%D8%AA-%D8%B1%D8%A7%D9%87%D9%86%D9%85%D8%A7%DB%8C-%D8%AA%D8%B5%D9%88%DB%8C%D8%B1%DB%8C-%D8%AB%D8%A8%D8%AA-%D9%86%D8%A7%D9%85-%D8%AF%D8%B1-%D8%B3%D8%AE%D8%A7
https://web.archive.org/web/20251219051730/https://www.tabnak.ir/fa/news/1264098/%D9%86%D8%AD%D9%88%D9%87-%D8%A7%D8%AD%D8%B1%D8%A7%D8%B2-%D8%A2%D8%AF%D8%B1%D8%B3-%D8%AF%D8%B1-%D8%B3%D8%A7%D9%85%D8%A7%D9%86%D9%87-%D8%B3%D8%AE%D8%A7
https://archive.ph/eaj7N
https://web.archive.org/web/20250107131645/https://iranwire.com/fa/news-1/109443-%DA%AF%D8%B1%D9%88%D9%87-%D8%A7%D9%86%D8%A7%D9%86%DB%8C%D9%85%D9%88%D8%B3-%D8%B3%D8%B1%D9%88%D8%B1%D9%87%D8%A7%DB%8C-%DA%A9%D8%A7%D8%B1%DA%AF%D8%B1%D9%88%D9%87-%D9%81%DB%8C%D9%84%D8%AA%D8%B1%DB%8C%D9%86%DA%AF-%D8%B1%D8%A7-%D9%87%DA%A9-%DA%A9%D8%B1%D8%AF/
https://iranwire.com/fa/news-1/109443-گروه-انانیموس-سرورهای-کارگروه-فیلترینگ-را-هک-کرد/
https://web.archive.org/web/20241224200000/https://www.mehrnews.com/news/6326042/طرح-مرحله-ای-رفع-فیلترینگ-از-بازگشایی-واتس-اپ-تا-شرط-دسترسی
https://github.com/KittenBusters/CharmingKitten
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Martin Zugec; Bitdefender; “Unpacking BellaCiao: A Closer
Look at Iran’s Latest Malware”; Apr 26, 2023; Link, Archive

Ravie Lakshmanan; The Hacker News; “Charming Kitten's New
BellaCiao Malware Discovered in Multi-Country Attacks”; Apr
26, 2023; Link, Archive

Jai Vijayan; Dark Reading; “'BellaCiao' Showcases How Iran's
Threat Groups Are Modernizing Their Malware”; Apr 28, 2023;
Link, Archive

Jonathan Greig; The Record; “Iran APT using ‘BellaCiao’
malware against targets in US, Europe and Asia”; Apr 30, 2023;
Link, Archive

Ravie Lakshmanan; The Hacker News; “Iran's Charming Kitten
Deploys BellaCPP: A New C++ Variant of BellaCiao Malware”;
Dec 24, 2024; Link, Archive

£P

Saher Naumaan; Proof Point; “Crossed wires: a case study of
Iranian espionage and attribution”; Nov 5, 2025; Link, Archive
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Vitor Ventura; Cisco TALOS; “Persian Stalker pillages Iranian
users of Instagram and Telegram”; Nov. 5, 2018; Link, Archive
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US Department of the Treasury; “Treasury Sanctions Iranian
Officials and Companies Connected to Repression in Advance
of the Anniversary of Mahsa “Zhina” Amini’s Death”; Sep 15,
2023; Link

eQ

Open Sanctions; “Rasoul Jalili”; Link

Open Sanctions; “Issa Zarepour”; Link
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Netblocks; “Internet disrupted in Iran amid protests over
death of Mahsa Amini”; Sep 19, 2022; Link

.QF

Janos Gergo SZELES; Bitdefender; “EyeSpy - Iranian Spyware
Delivered in VPN Installers”; Jan. 11, 2023, Archive

Blackpoint Cyber; “Tech Tuesday: Eye Spy — The Dangers of
Legal Malware”; Aug. 30, 2022; Archive
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KittenBusters; “CharmingKitten”; September 2025; Link
OV

MITRE; “Magic Hound”; Link
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https://filter.watch/2024/04/05/policy-monitoring-march-2024-next-generation-filtering/
https://home.treasury.gov/news/press-releases/jy1733
https://www.opensanctions.org/entities/Q22037009/
https://www.opensanctions.org/entities/Q108516960/
https://filter.watch/wp-content/uploads/sites/3/2023/09/FW-Internet-O-FA.pdf
https://web.archive.org/web/20251229021533/https://ictna.ir/id/64274/
https://netblocks.org/reports/internet-disrupted-in-iran-amid-protests-over-death-of-mahsa-amini-X8qVEwAD
https://web.archive.org/web/20250108024856/https://www.bitdefender.com/en-us/blog/labs/eyespy-iranian-spyware-delivered-in-vpn-installers
https://web.archive.org/web/20250108025033/https://blackpointcyber.com/resources/blog/eye-spy-the-dangers-of-legal-malware/
https://raaznet.com/fa/reports/iranian-crypto-android-rat-aks-yadegari
https://github.com/KittenBusters/CharmingKitten
https://attack.mitre.org/groups/G0059/
https://web.archive.org/web/20251230004917/https://blog.narimangharib.com/posts/2025%2F09%2F1759266283738?lang=fa
https://blog.narimangharib.com/posts/2025%2F09%2F1759266283738?lang=fa
https://web.archive.org/web/20251230005133/https://blog.narimangharib.com/posts/2025%2F10%2F1760604853962?lang=fa
https://blog.narimangharib.com/posts/2025%2F10%2F1760604853962?lang=fa
https://web.archive.org/web/20251230005144/https://blog.narimangharib.com/posts/2025%2F10%2F1761609810950?lang=fa
https://blog.narimangharib.com/posts/2025%2F10%2F1761609810950?lang=fa
https://content.iranintl.com/unit40/index.html
https://web.archive.org/web/20251230010126/https://content.iranintl.com/unit40/index.html
https://web.archive.org/web/20251230010623/https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948
https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948
https://blog.narimangharib.com/posts/2025%2F12%2F1765296445744?lang=fa
https://web.archive.org/web/20251230011455/https://blog.narimangharib.com/posts/2025%2F12%2F1765296445744?lang=fa
https://www.bitdefender.com/en-us/blog/businessinsights/unpacking-bellaciao-a-closer-look-at-irans-latest-malware
https://web.archive.org/web/20251230015609/https://www.bitdefender.com/en-us/blog/businessinsights/unpacking-bellaciao-a-closer-look-at-irans-latest-malware
https://thehackernews.com/2023/04/charming-kittens-new-bellaciao-malware.html
https://web.archive.org/web/20251230020222/https://thehackernews.com/2023/04/charming-kittens-new-bellaciao-malware.html
https://www.darkreading.com/cloud-security/bellaciao-showcases-iran-threat-groups-modernizing-malware
https://web.archive.org/web/20251230015917/https://www.darkreading.com/cloud-security/bellaciao-showcases-iran-threat-groups-modernizing-malwarehttps://web.archive.org/web/20251230015917/https://www.darkreading.com/cloud-security/bellaciao-showcases-iran-threat-groups-modernizing-malware
https://therecord.media/iran-apt-charming-kitten-bellaciao-malware-us-europe-asia
https://web.archive.org/web/20251230015736/https://therecord.media/iran-apt-charming-kitten-bellaciao-malware-us-europe-asia
https://thehackernews.com/2024/12/irans-charming-kitten-deploys-bellacpp.html
https://web.archive.org/web/20251230020321/https://thehackernews.com/2024/12/irans-charming-kitten-deploys-bellacpp.html
https://www.proofpoint.com/us/blog/threat-insight/crossed-wires-case-study-iranian-espionage-and-attribution
https://web.archive.org/web/20251230035457/https://www.proofpoint.com/us/blog/threat-insight/crossed-wires-case-study-iranian-espionage-and-attribution
https://web.archive.org/web/20250108015950/https://persian.iranhumanrights.org/1397/06/the-head-of-the-judiciary-opposed-blocking-the-golden-telegram-and-the-hotgram/
https://persian.iranhumanrights.org/1397/06/the-head-of-the-judiciary-opposed-blocking-the-golden-telegram-and-the-hotgram/
https://web.archive.org/web/20250108021503/https://persian.iranhumanrights.org/1397/08/continued-violation-of-telegram-users-privacy-in-the-golden-telegram/
https://web.archive.org/web/20250108020859/https://persian.iranhumanrights.org/1397/08/new-evidence-about-spying-on-users-and-content-censorship-by-golden-telegram-and-hatgram/
https://persian.iranhumanrights.org/1397/08/new-evidence-about-spying-on-users-and-content-censorship-by-golden-telegram-and-hatgram/
https://blog.talosintelligence.com/persian-stalker/
https://web.archive.org/web/20250108021103/https://blog.talosintelligence.com/persian-stalker/
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Drew Donnelly; Horizons; "China Social Credit System
Explained — What is it & How Does it Work?”; Feb. 11, 2024;
Link, Archive

Zeyi Yangarchive; MIT Tech. Rev.; “China just announced a new
social credit law; Here’s what it means”; Nov. 22, 2022; Link,
Archive

Al

Ms. Smith; CSO; “Skynet in China: Real-life ‘Person of Interest’
spying in real time”; Sep 26, 2017; Link, Archive

Raymond Zhong; NY Times; “China Snares Tourists’ Phones in
Surveillance Dragnet by Adding Secret App”; Jul. 2, 2019; Link,
Archive

AP

Paul Mozur; NY Times; “Inside China’s Dystopian Dreams: A.L,
Shame and Lots of Cameras”; Jul. 8, 2018; Link, Archive

AP

Vincent Brussee; MERICS; “China’s social credit score —
untangling myth from reality”; Feb 11, 2022; Link, Archive

Jessica Reilly, Muyao Lyu, Megan Robertson; The Diplomat;
“China’s Social Credit System: Speculation vs. Reality”; Mar. 30,
2021; Link, Archive

A
Paul Mozur, Aaron Krolik; NY Times; “A Surveillance Net

Blankets China’s Cities, Giving Police Vast Powers”; Dec. 17,
2019; Link, Archive

S0

Durov Post Pavel Durov post on X (formerly Twitter); Oct. 29,
2017; Link, Archive
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Anonymous Oplran; Post on Telegram; Nov. 3 2022; Archive
VI

Crunchbase; Ava Hamrah Hooshmand Hezardastan; Link,
Archive
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Open Technology Fund; “Iranian Messaging Apps - Security
Audit”; Archive

YA

PC Jow; “Why did Rubica get a warning from Google’s security
shield?”; Oct. 3 2022; Archive

ARV 2idel PE «Tag.4d (o 0000 «Swgi» )d JluS d= pb» (olla> Ve
KL


https://t.me/durov/66
http://archive.today/ezuU4
https://web.archive.org/web/20250108021833/https://www.irna.ir/news/3642432/%D8%A7%D9%85%D9%86%D9%8A%D8%AA-%D8%AA%D9%84%DA%AF%D8%B1%D8%A7%D9%85-%D9%87%D8%A7%D9%8A-%D8%A7%D9%8A%D8%B1%D8%A7%D9%86%D9%8A-%D8%B1%D8%A7-%D8%AA%D8%A3%D9%8A%D9%8A%D8%AF-%D9%86%D9%85%D9%8A-%D9%83%D9%86%D9%8A%D9%85
https://web.archive.org/web/20250108011232/https://rc.majlis.ir/fa/law/show/1799942
https://filter.watch/wp-content/uploads/2023/06/Edalat-Yar.pdf
https://web.archive.org/web/20250530055311/https://factnameh.com/fa/reports/2024-01-29-internet-iran-censorship-contractors
https://factnameh.com/fa/reports/2024-01-29-internet-iran-censorship-contractors
https://web.archive.org/web/20250108012249/https://iranwire.com/fa/features/37535/
https://web.archive.org/web/20250108012435/https://www.webamooz.com/1399/03/31/%D9%85%D8%B3%D8%A6%D9%88%D9%84-%D8%A7%D9%81%D8%B4%D8%A7-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA-%DB%B4%DB%B2-%D9%85%DB%8C%D9%84%DB%8C%D9%88%D9%86-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86%DB%8C-%D8%A8%D8%B1/
https://archive.ph/hu9mn
https://www.crunchbase.com/organization/ava-hamrah-hooshmand-hezardastan
https://web.archive.org/web/20250530055509/https://www.crunchbase.com/organization/ava-hamrah-hooshmand-hezardastan
https://web.archive.org/web/20230820221929/https:/peivast.com/p/145021
https://web.archive.org/web/20250108041633/https://ispa.ir/Default/Details/fa/3472/%D9%86%D8%AA%D8%A7%DB%8C%D8%AC-%D8%AC%D8%AF%DB%8C%D8%AF%D8%AA%D8%B1%DB%8C%D9%86-%D9%86%D8%B8%D8%B1%D8%B3%D9%86%D8%AC%DB%8C-%D8%A7%DB%8C%D8%B3%D9%BE%D8%A7%D8%9B-%D9%85%DB%8C%D8%B2%D8%A7%D9%86-%D8%A7%D8%B3%D8%AA%D9%81%D8%A7%D8%AF%D9%87-%D8%A7%DB%8C%D8%B1%D8%A7%D9%86%DB%8C%D8%A7%D9%86-%D8%A7%D8%B2-%D9%BE%DB%8C%D8%A7%D9%85-%D8%B1%D8%B3%D8%A7%D9%86%E2%80%8C%D9%87%D8%A7-%D9%88-%D8%B4%D8%A8%DA%A9%D9%87%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%A7%D8%AC%D8%AA%D9%85%D8%A7%D8%B9%DB%8C
https://web.archive.org/web/20250108041840/https://www.opentech.fund/security-safety-audits/iranian-messaging-apps-security-audit/
https://web.archive.org/web/20230820230521/https:/pcjow.com/why-did-rubica-get-a-warning-from-googles-security-shield/
https://web.archive.org/web/20250108042539/https://www.jamaran.news/%D8%A8%D8%AE%D8%B4-%D8%B3%DB%8C%D8%A7%D8%B3%D8%AA-12/1140124-%D9%86%D8%A7%D9%85-%DA%86%D9%87-%DA%A9%D8%B3%D8%A7%D9%86%DB%8C-%D8%AF%D8%B1-%D8%AA%D9%88%D8%B3%DA%A9%D8%A7-%D8%AF%DB%8C%D8%AF%D9%87-%D9%85%DB%8C-%D8%B4%D9%88%D8%AF
https://web.archive.org/web/20250108042840/https://www.pishkhan.com/news/176925
https://web.archive.org/web/20250530055536/https://factnameh.com/fa/fact-checks/2023-07-24-bale-messenger-user-privacy
https://factnameh.com/fa/fact-checks/2023-07-24-bale-messenger-user-privacy
https://web.archive.org/web/20250530055606/https://filter.watch/2024/12/17/investigative-report-december-iranian-messaging-apps/
https://filter.watch/2024/12/17/investigative-report-december-iranian-messaging-apps/
https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948
https://web.archive.org/web/20251230010623/https://blog.narimangharib.com/posts/2025%2F11%2F1763938840948
https://web.archive.org/web/20251230010126/https://content.iranintl.com/unit40/index.html
https://content.iranintl.com/unit40/index.html
https://joinhorizons.com/china-social-credit-system-explained/
https://web.archive.org/web/20230424213945/https://nhglobalpartners.com/china-social-credit-system-explained/
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Emilio Lasiello; Strike Source; What Does Iran-Russia Cyber
Partnership Mean for US National Security?”; Feb. 2, 2021;
Link, Archive
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Darya Lavrova; Positive Technologies; “Iran's cybersecurity
threatscape for 2021-H1 2024”; Oct 25, 2024; Link, Archive

Jazeh Miller; Iran News Update; “Iran’s Regime Tightens Grip
on Internet Access through Cyber Partnership with Russia”;
Jan. 23, 2025; Link, Archive
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Farzaneh Badii; Digital Medusa; “Islamic Republic V. Starlink:
Will The ITU Fragment Satellite Internet?”; Jan. 29. 2024; Link,
Archive
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Miaan Group; “ITU Must Press Iran on Internet Shutdowns,
Not Enable Them”; Aug. 21. 2024; Link, Archive
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EFF; “Cell-Site Silulators, IMSI Catchers”; Link
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Access Now; Weapon of Control, Shields of Impunity”; Feb
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Archive
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Ghazal Vaisi; Middle East Institute; “The 25-year Iran-China
agreement, endangering 2,500 years of heritage”; Mar. 1,
2022; Link, Archive

AR

Tehran Bureau; “The Chinese Companies Building Iran’s
Surveillance State”; Sep. 30, 2022; Link, Archive

Al

A Conversation with Nader Habibi and Hadi Kahalzadeh; Crown
Center for Middle East Studies, Brandeis University; “The
Iranian-Chinese Strategic Partnership: Why Now and What it
Means”; Apr 28, 2021; Link, Archive
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SC Media; “Increased cybersecurity cooperation forged by
Russia, Iran”; Jan. 23, 2025; Link, Archive

Council on Foreign Relations; “The Iran-Russia Cyber

Agreement and U.S. Strategy in the Middle East”; Mar. 15,
2021; Link,
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https://sls.eff.org/technologies/cell-site-simulators-imsi-catchers
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https://freedomhouse.org/country/iran/freedom-net/2024
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https://digitalmedusa.org/islamic-republic-v-starlink-will-the-itu-fragment-satellite-internet/
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https://internetabad.factnameh.com/fa/profiles/douran-software-technologies
https://economic.mfa.gov.ir/files/ecodep/newsattachment/2022082112582432552841637.pdf
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https://internetabad.factnameh.com/fa/profiles/arvan-cloud
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https://web.archive.org/web/20250530070617/https://internetabad.factnameh.com/fa/profiles/amn-afzar-gostar-sharif
https://internetabad.factnameh.com/fa/profiles/amn-afzar-gostar-sharif
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https://web.archive.org/web/20250420213034/https://cistc.ir/about-us/
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Kharon; “A Sprawling Iranian Network Is Facilitating Its Tech
Exports, Sidestepping Sanctions”; Feb 11. 2025; Link, Archive

1@

OFAC; “31 CFR Parts 501 and 515”; Mar. 21, 2025; Link,
Archive

Q)
Fatima Hussein; AP; “U.S. sanctions Iran Central Bank

subsidiary for U.S. tech procurement and violating export
rules”; Feb. 14, 2024; Link, Archive


https://web.archive.org/web/20250530072617/https://cistc-files.s3.ir-tbz-sh1.arvanstorage.ir/pdf/en/14-Software-&-Information-Technology---En---V5.pdf
https://www.kharon.com/brief/iran-sanctions-maximum-pressure-tech-exports
https://web.archive.org/web/20250530072603/https://www.kharon.com/brief/iran-sanctions-maximum-pressure-tech-exports
https://www.federalregister.gov/documents/2025/03/21/2025-04864/reporting-procedures-and-penalties-regulations
https://web.archive.org/web/20250530073032/https://www.federalregister.gov/documents/2025/03/21/2025-04864/reporting-procedures-and-penalties-regulations
https://apnews.com/article/iran-hezbollah-sanctions-treasury-e8ebc0cb83e2bb73eb60f3e2d9af72f1
https://web.archive.org/web/20250530073211/https://apnews.com/article/iran-hezbollah-sanctions-treasury-e8ebc0cb83e2bb73eb60f3e2d9af72f1
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